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IJIOCCAPKIuI

AKE ArunoHepnrrfi ror"rnaepqecrllfi 6aHr

TCO Total Cost of Ownership prru coBoKyrIHaJ{ crol,IMocrb BJIaAeHI{r

3I4II 3auacnue .tacrvt, r,rHcrpyMeHTbl H np[HaAJIexHo crI,I

ilon I-lenrp o6pa6orrra AaHHbIx
ouo/I OcnosHofi Iregrp o6pa6otxu AaHHbrx

PIIOA PesepnHHft ueHrp o6pa6orrcrn .qaHHbIx

frIr4 f nasH Hfi rIeHTp r,I s & oprraat v3a\krvr

IP Internet Protocol - Mexceresoft upotoxou
ISP Internet Service Provider rnu LlHrepner-nporafi4ep
VPN Virtual Private Network unu BupryaJlbHzlfl qacrHiu{ cerb
ABC AsroIvIatugLrpoBaHHUI 6anroscxas cllcreMa
CXA Cucreua xpaHeHLL AaHHbIx
HA Hieh-Availability, BbrcoKair AocrynHocrb
OC OnepaqrouHiul crlcreMa

cvEA Cucteua ylpaBnexl4 s, 6a3ariu AaHHbx

uIv Ilenrpa-nrnoe upoqeccopHoe ycrpoficrBo

WVI Hcxyccrnennrrft LIHTeJIJIeKT

ISCSI Internet Small Computer System Interface

IPS
Intrusion prevention system, [porpaMMH as. ulrkr anflaparHuul cplcreMa

cerenofi r{ KoMnbrorepnoft 6esouacHocru
MC3 Mexcerenofi srpau
WAN firo6amsas KoMnLIorepHUI cerb

NAT Network Addre ss Translation, npeo6pasoBaHl,Ie cereBblx aApecoB

URL
Uniform Resource Locator, aApec, xoropstfi BbIAaH yHI,IKiuIbHoMy pecypcy B

uHTepHere
SSH Secure Shell, 6egonacnaq o6oro.Ixa
CLI Command Line Interface, I,Inrep$eftc xouas4nofi crpoxll

SNMP
Simple Network Management Protocol, upoctoft uporoKoJl cereBoro
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1. OErrIlrE CBEAEHrIfl
1.1. IlomroeHarrMeHoBagrrecrrcreMbr

flomroe Har,rMeHoBaHr{e [poeKTa - flocranxa o6opyaoBauufl An, MoAepHH3aII]I[ qeHTpoB

o6pa6orxn AaHHbx AKB <Murpoxpe4rar6anx> (.uaree - Banx).

1.2. 3arcasqnx
3axag.rur - AKE <MurpoxpeAur6aur>.
Aapec <3axagqr,rKu: Pecny6nraxa Yg6eKr{craH, 100096 r. Taruxenr, yn. Jlyr$ufi 14;

Ten.: 1285, 7 l-207 -46-51;

1.3. Ilcuomrnre;rr
I,IcuoffrureJrb tro AaHHoMy [poeKTy 6y,um olpeAeJreH Ha ocHoBe pe3yJlbraron or6opa

Har,uryquero [peAJIoxeHI,Ir.
ZcnonnureJrb AonxeH r,rMerb orrbrr pa6oru B AaHHoM HzIrIpaBneHLIlI.

Irlcuomrurelr AoJrxeH npeAocraBr{Tr ranSopuaquro [o peanI,I3aII]I[ aHaJIor[IqHbD(

lpoeKToB Ao Haqzura Hacro.flulero [poeKTa.
Irlcuomuarenr AoJrxeH flpeAcraBr.rrb cBoe Texnuqecroe [peAnoxeHl{e no [ocraBKe

o6opy4onarurs u [porpnMMHoro o6ecue.reHur, yAoBnerBop.f,rorq[e BceM rpe6onanurM AaHHoro

AOKyMeHTa.
I,IcnorurureJreM AoJrxHa 6rrm rpeAocraBneHa cneAyroqafl AorroJIHI{TeJIbHalI un$opuaqux:

- uu(foplraurroHHoe rrr{cbMo or rrpor,r3Bop.vrer.fr o HaJII{III,Iu aBTopI,I3oBaHHbIx cepBI'IcHbD(

ueHrpoB Ha reppr,rroprau Pecry6mrru Ys6exuctau;
aBTopu3arlrroHHoe rrucbMo or rrpou3BoAr4TeJu rrpeAnaraeMoro o6opyAonauua

loATBepxAilonlee [paBo ytracTHuKa Ha ocyrqecTBJreHrre [ocTaBKII B paMKax AaHHoro ilpoeKTa;
Zcuomruerenb AonxeH B paMKax BbrAeneHHoro 6rcANera [pe.(ocraBl,ITb rIoJIHocrbIo

yKoMnJreKToBaHHoe u pa6orocuoco6uoe o6opyAonauve, tpla neo6xoAunocrl,r npeAJIoxrITb

AorroJrHr,rreJrbHbre MoAynr,r, [poAyKTbI, I{ ycnyru, Iro KaKr,rM-uu6o upu.unHaM He yqreHHble

3arasquxoM, Ho o6.ffsatemHbre AJrfl o6ecne.reHr,r.f, rroJrHorbr r{cfloJlb3oBaHl{fl sauparuunaenaoft

xou$urypaqun.

,{m onpegeJreHr,rfl Kpr.rreprreB TexHr.rqecKoft oqeuru, Yuacruzxorvr (Ilpereu4enrou) AoJrxHa
6rrrr upe.4ocraBJreHa cneAyroua, AonoJrHr.rrerbHa.s un$opuaq Hs. Tto ;

- [epcoHanbHoMy cocraBy npoerruofi KoMaHAbr (uo4rnepN4eHr.re HaJrrrrrr{.f, crreq}ram,rcroB
(uuxeuepon) r urare I4cnonnureJrtr, rroATBepAr,rBrrrux cBoro raa-ur$uxaquro ceptu$r{KaraMr.r or
BeAyrqux Mr.rpoBbrx [ocTaBrrlr.rKoB npeAJraraeMoro peureruEr) ;

- coBoKyrrHoft crorEuocrra BnaAeHras TCO (Total Cost of Ownership) 3a cqer rrpeAJraraeMoro

o6opy4onanur (ruqen3r,rpoBaHr{e, pacxoAbr Ha rexnoAAepxKy, noAnr{cKa K cepB}rcurM, 3I4II),
(fyurqnouana,vtr.rr. yHr.rKzrnbHbrx perueuufi rpolr3BoAr,rrenfl cpoKoM Ha He MeHee 5 ner;

flpr,r srou, Anfl pacuupeHr{, Kpyra noreHrlr.raJrlHhrx fracrHr,rKoB B TeHAepHbrx roprax, B

paMKax BbrAeJreHHoro 6ro4xera 3aKa3qlmorra 6y.uyr paccMarpr,rBarbc, aHulJrorlrqHrre ma6o c
rrpeBocxoAflrrlilMfi xapaKTepr{crr,rKnMr.r o6opy4onaHkrs., yKa3anHbre B Texnz.recroM saAaHV[. B
orofi csgsu, B cJryqae [peAocraBreuufl, aHarroruqHoro perueHus Heo6xoAr,rMo upeAocraBr,rrb:

- TexHr,rKo-oKoHoMr.rqecKyro r.ru$oprraaqurc uo peynrTarr{BHocrr.r rE e(fQerruBHocrr{;
- pacqer $unauconux 3arpar rro B3ar,rMor,rHrerparln[ c cyulecrnyrorqefi uuQpacrpyrrypoft

(uurpaqr.rr, flepeuoc ulu saueua).
Montax, Hacrpofixa il ycrarroBKa o6opyAonanux AoJrxHbr ocyrqecrBJrflercfl

ceptn(fnqupoBaHHbrMr,r flpo[r3Bo,u,rreneM crreuuaJrr.rcraMr{ rrocraBrrlprKa.

1.4. fl;ranonrre cpoKrr HarraJra rl oKoHrraHur pa6or
flnanonrre cpoKlr peanr,r3arluu npoeKTa:

Ha.raro pa6or: B coorBecrBr.ru co cpoKaMr{ yKa3aHHbrur,r B AoroBope;
3anepureurae pa6or: B coorBecrBr.M co cpoKaMr{ yxa3aHHbrMr.r B AoroBope.



1.5. llcro.uruxnQuuanclrpoBaHrs
Zcro.ruflxou tpunancupoBanrd, npoeKTa f,BJrrrorcfl co6ctseuHbre cpeAcrBa 6anra.

1.6. Ourosanufl AJrr peaJrrr3arlur rpoeKra
OcHoeaHue Anfl peanr.r3arlulr [poeKTa sBrrercs :

o flocranoBrreHr{e flpeswlenra Pecny6;rnru Yg6exucran }',lb llII-3270 or 12.09.2017r.
<O urepax no AaJrbHefiruerr,ry pa3Brrruro u rroBbrruenuro ycrofiqr.rBocrrr 6anxoncrofi
cr{creMLr Pecny6nnru Yg6exucrarr));

o Perqenue flpanuenns AKE "Mrarporpe.4ur6aHx" Ilb48-4 or 1 Mas 2023 rola.

1.7. [oprgox oQoprvurenrs r rpeAbflBJreHrrfl pelyJrbraron pa6or
C qemrc npkrnflTktfl. peynbraron pa6or no [poeKTy 3arar.ruK r.rMeer rlpaBo co3.{arb B

ycraHoBJreHHoM [oprAKe flpueuouuyro KoMl{ccurc.

,{arofi cpLa'ru - [pr{eMKH pa6or cqr,rraror Aary [oArr]rcaulas, arta flpueuoqnofi roir,urccuefi.

Connaecrno c [peAbflBJreHr,reM flpuenaouuofi rorrrprccuu Cr.rcreubl rrpolt3Bo4r4Tcfl. c\aqa
paspa6orannoro Irlcuonnr,rreneu KoMrrJreKTa AoKyMeHTarrr,rH, [epeqeHb kr rpe6oranux K

o(loprurnenuro, Koropbre olpeAenflrorc, B coorBercrBuu c fOCTaMvr, v! [rHbrMlt craHAapraMll, u
pyKoBoA,IrrlraMra AoKyMeHTzrMrlr, .ueficrsyrouurMr Ha Tepp[rTopHu Pecuy6ruxn Yg6ervcTa],j., a
TaKxe no B3ar.rMHoMy cornacoBaHuro 3aragqura u I4cuolunrers.

2. HA3HATIEHIIE II IIEJII,I PEAJIII3AIIKIVI IPOEKTA

2.1, Haura.reHrrerpoer$a
Ocnonnrru Ha3HaqeHlreM [poeKTa flBrrflercfl MoAepnr.r3aur,r.f, prMeroulerocs u upuo6pereHl{e

HoBoro o6opy,uonanus B ocHoBHoM r pe3epBHoM rIeHTpe o6pa6orru AaHHbrx 6asra.
B xoAe peaJrlr3arlulr [poeKTa AonxHbr 6rnr peueHbr cJreAyroque 3aAarru:

o O6ecuerreHr.re orra3oycrofiwrnocru floAcr,rcreMbr xpaHeHr,rf, AaHHbrx
aBToMarr{3upoaanuofi 6anxoncrofi crcreMbr AKB <Mr.rxporpeAur6anr> nyr6u
upuo6perenr.rs Honofi CX,{ s pesepnuufi rleHrp o6pa6orrrE AaHHbD(.

o PacuupeHlrs AocryrrHbrx Bblrrr.rcJrl4TeJrbHbx pecypcoB cerMeHTa cr{creMHblx r,I6nsHec-
upunoxeuufi Bauxa nyterra npuo6percuux HoBoro cepBepa s ocHosHo[ IIeHTp
o6pa6o'rxu AaHHhrx.

o YcrpaneHue y3Kr.rx Mecr n r,rn$pacrpyKrype flApa Kopnoparunnoft cerr,r nepeAarru

AaHHbrx uyr€rr,r npuo6percHr{, AByx HoBbrx MexcereBbrx gKpaHoB (.unr sauurbr r4

cerMeHTauilv flApa ceru) r4 AByx HoBbrx 48 uopronbrx KoMMyraropoB (Ana cosgaHur
orKa3oycrofi.{unoro r4pa ceru) s ocHonuofi rIeHTp o6pa6orrrE AaHHbx.

o llpuo6pereHr{e 3alacHbrx .racrefi LJtfl r.rMeroulerocfl o6opyAonauur c rleJrbro

ycTpaHeHr.rfl TeKyrrIHx Her{clpaBHocTr{ I{ yJryqueHHs ilpoH3BoArrTeJIbHocTII.

2.2. Ilern peaJrrr3arlnr rpoeKTa
OcnosHofi rlenrro peanrr3arlur.r AaHHoro [poeKTa flBJrflerc, ycrpaHeHr{e KpuTuqecKu

BaxHbrx upo6reu B aruaparuoft uu(ppacrpyKrype Eauxa Ans o6ecueqeHr,r, 6ecnepe6offnofi
pa6otu unSoplr,raquoHHbrx clrcreM.

3. XAPAKTEPLICTI,IKI{ OEbEKTA I,IHOOPMATII3AIIIM
3.1 O6que cBeAeHrrfl

Axquonepuo-KoMMepqecxrafi 6anr <Muxporpe4ut6aur>, co3AaHsrrfi Yxagou flpesu4enra
Pecuy6rurxu Ys6exucraH or 5 Mffr 2006 roaa J,JbYfI-3750 (O co3AaHHH aKrlr4oHepHoro
KoMMepqecroro 6anxa <MzxporpeAprr6anr> u flocranoBJreHlreM Ka6unera Muuucrpos Jl1b78 or
6 laas 2006 roaa <O naepax ro opraHr{sa\uu.(errenbnocru v yKperrneur.rro Marepr,raJrbuo-



TexHr.rqecKofi 6a-srr aKrlr,roHepHoro KoMMeprrecKoro 6asra <MurpoxpeAut6aur>), .,IBJIgercg

oAHprM rrs BeAyrrl[x yH]rBepcanbHbrx KoMMepqecrnx 6auxon Pecuy6nraru Ys6erucrau.

3.2. KopnoparuBHafl cerb rrepeAarrr AaHHbrx

Jloramuag Bbrrrr.rcJrr.rreJrbHa.fl cerb 6asxa [ocrpoeHa Ha pa3[I.ItIHoM o6opyAonanun
rpor.r3BoAcrsa Cisco Systems, Dlink, Chekpoint, TPLink, Fortinet.

Bonrur[Hcrso gKcrrnyarr,rpyeMoro o6opyAoranm cBr.sercfl MopzInLHo ycrapeBIIII{M,

MoAepHr{3apfl.u Aalrnefiuree Haparq}rBaHr,re flporr3BoAr,rreJrsuocru Koroporo He IrpeAcraBrserc.fl
Bo3MoxHbrM, o6opyAonauue He r.rMeer rapaHTr,ru u tpe6yer 3aMeHbI Ha coBpeMeHxoe

o6opyAonanne.
flo [prrraHe BbrxoAa u3 crpo{ oKcflJryarr,rpyeMoro o6opyAonauur u orcyrcrBl,Is

Bo3MoxHocru 3aMeHbI Ha aHaJrorurrHbre yctpoftctna, Kpr.rrutrecKr,I BaxHbIe gJIeMeHTbI He

3ape3epBr.rpoBaHbr.

KopnoparuBHas cerb B rIeJroM cocror,rr uz 4-x JrornrrecKlrx yponueft, BKrrotliuoullrx ypoBeub

flApa, ypoBeHb Aocryrra UOA, a raKxe ypoBeHb Aocryla roJroBHoro orAeJIeHI,It Ia ypoBeHb

ISP/VPN.
CoeArnueuue MexAy OIIOA u PI{O,{ peanr,r3oBaHa Ha AByx L2lL3 KoMMyraropax CISCO

3750, coeAlrHeHHbD( MexAy co6ofi otITlIqecKI4M KaHaJIoM;

Yponeur sapa OUOI r[yuxquoH]rpyer Ha 6ase oAHoro L3 r<ourrayraropa CISCO 3560,
xoropufi BbrrroJrHseT Maplrpyrr.r3arllrrc rrae)I(.{y BceMr,r cerMeHTilMr.r JroKaJIbHoft ceru;

Yponeur Aocryra OUOA rpeAcraBJreH KoMMyraropilMr.r Dlink u TPLink. K Aauuuu
KoMMyraropaM floAKnrotreuo o6opyaoBaHr.re OurosHoro IIOA. BocxoAcIqI,IN,I cereBhlM

coeAr{Heur{eM KoMMyraropbr rroAKlroqeHbr K KoMMyraropy x.qpa OII.
Yponenr s.Apa PUOA rocrpoeH Ha 6ase oAHoro KoMMyraropa CISCO 3750,

BbrrrlrcJrr,rreJrbuoe o6opy4oraHr.re, pa3MerrleHHoe Ha unoqaAxe PI{O,{, [oAKrroqaercs K ypoBHIo

flApa rocpeAcrBoM eALrHcrBeHHoro KoMMyraropa CISCO 2960.
3au{ura repr,rMerpa OUOA u foronnoro orAeJreHras o6ecne.rilBaercfl oAHI,IM MexcereBblM

oKpaHoM Chekpoint.
floAuro.{eHr{e ceru |I{I,I ocyuecrBrrf,ercfl qepe3 MexcereBofi erpan CISCO ASA 5520.
K xoulrytaropaM sApa raKxe [oArJrroqeHbr:

o Ethernet xorranaytaropbr roramnofi cerr{, ocyqecrBnflrorrlue [oAKrroqeHr.re
KoHeqHbrx [oJrb3oBarereft (yponeur 4ocryua)

o Maprupyr[3arophr r,r 3arrprueHnue IP rrrJrro3br, ocyrqecrBJrflrorq[e [oAKJrroqeHr{e K

oreparopy BTC rE orreparopaM ceru Internet (Yponenr ISPA/PN).
Teryuax apxurexrypa KopnoparrasHoft cerr4 rrepeAaqr,r AaHHbrx AKB <MuxporpeArar6anx>

uMeer Br.rA trp.ffMoruuefisofi qelrr, n xoropofi raxArfi gJreMeHT [peAcraBJreH B eAr{Hr.rqHoM Br,rAe.

Ha6nroAaerc.f, Bbrcorufi pucx roro, qro npr,r BbrxoAe ra3 crpofl oAHoro ycrpoficrna, Bce

uuQopuaqr{oHHbre cucreMbr 6aura oKaxyrcfl HeAocryrrHbr.
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Pucynor Jrlbl Jloru.recKrur cxeMa reryuefi Kop[oparusuoft ceru 6aura

MarcuualbHarr rrpo[ycKHarr cuoco6uocrb Kopnoparuruofi ceru AaHHbx Ha ypoBue fl,Irpav
Ha ypoBHe Aocryla cocraBr.fler ne 6oree I l6urlc, gro .flBJlf,ercs y3KEM MecroM s l4T
nu@pacrpyKType 6anra, Koropoe HaxlraAbrBaer cylqecrBeHHoe orpaHI,IqeHI,Ie Ha

lpor.r3BoAuTeJrbuocrb Ian$opuaquoHHlrx cplcreM 6anxa.
Ha ceroAssrulavit AeHb, rleHTpanrconannrrft MoHlrropI,IHr He ocylqecrBJlsercs, a floucK I,I

ycrpaHeur{e HellcflpaBnocrefi rpe6yer cylqecrBeHHblx BpeMeHHbrx 3arpar.
Begouacnocrb rroAKJrro.reu[ft K Koprroparr,rsHofi cetu 6anra ocyulecrBJrf,ercfl oAHI,IM

MexcereBbrM gKpaHoM Chekpoint, pe3epBHoro o6opyAorauufl Ntfl,3aMeHbl y 6aura uer.

3.3. lln{pacrpyrrypa AEC

Ha ceroAnsuHufi AeHb KJrloqeBaf, uH$oprraaquonnafl crlcreMa
AKB "Murporpegur6aHK" - IABS (ABC) (fyurcqraonupyer Ha6ase cepBepoB, cLIcreM xpaHeHLIr

AaHHbrx r,r KoMMyrarlrroHHoro o6opy,uonaullf, rIpoI,I3BoAcrBa rorr,rnaHula IBM.
OurosHafl qacrb o6opyAonauur uu(fpactpyKTypbr, Koropoe o6ecne.unaer

tpynxquoulrpoBaHue ABC, npr.ro6petena s 2016 roAy, MoAepHr.I3aIIm o6opy.qonanus, 6swa
ocyqecrBneuan2}22 ro4y. Cepneprr 6arn AaHHbrx IBM Power 870 yxe cHsrbl c rpoLI3BoAcrBa
y flpo]r3BoAr,rreJrfl r,r ]rx AaJrbHefirua.s MoAepHr{3arlnflHe IrpeAcraBnflercc. Bo3MoxHbIM.

B ouronnoM UOA anx $ynxqrroHupoBaHras ABC eKcunyarupyercs o6opylonanue IBM
Power 870 - cepBepa 6asrr Aanurx, IBM FlashSystem 7300 - crdcreMa xpaHeHI,It AaHHbD( AJU

npoAyKrr{Bnofi cpe4rr AEC n IBM Storwize Y7000 - cucreMa xpaHeHrlfl AaHHhD( pe3epBHoro

KorrupoBaHus, 6ass AaHHbrx ABC.
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B pesepnHou (0[ ercnnyarl,Ipyercfl IBM Power 870 - pesepnuufi cepBep 6asrl AaHHrx
rotoprrfi roAKlloqeH x CXI HaxoAqrrlInMclr B ocHoBHoM UOA (n cBfl3r{ c rreM Bolpoc
rIoJIHoIIeHHoro pe3epBl4poBaHllrl Ian$pacrpyxrypbr ABC ocraercfl He per[eHH6M), IBM Power
740 - Standby cepBep ars AEC n IBM Storwize V7000 - crrcreMa xpaHeHr.r.f, AaHHbrx 4u Standby
cepBepa, Ha KoropoM Ha ceroAHflrunnfi AeHb r.rMerorc, Her{cnpaBHocr}r.

OcHosHofi UOA Pesepnubrfi UOA

Pucyuox Ns 2 Teryruaa unSpacrpymypa ABC
Ha ceroAusrHuft Aenr o6qufi o6rErrr 6aru gauurx ABC cocraBrser 6olee 20T8, a

KoJII,IqecrBo rpaH3aKIILrfi Aocruraer 6oree 3 umr. 3a oAr,rH olepaur{oHnrrfi Aenr. ,,{anrnefiruee
pa3BLITLIe 6asra [yteM BHeApeHr,r, HoBbrx ran(poprraaq]roHHbx cr,rcTeM, BbrrrycKa HoBbrx
6anroscrux rpoAyKToB, a raKxe pacmlrpeHr.re o6r0naa [peAocraBJrreMlrx ycnyr qepe3 qusponue
KaHuurbr nsauuoAeficrBvts c KJII,IeHToM, nprrBeAyr K cyuecrBeHHoMy yBerr,rqeHr,rro KorlrqecrBa
rpaH3aKIILIfi n ABC u o6r€pra 6asu AauHhrx, B nepcrreKruBe lnuxafiruux rpex ler.

3.4. I{uSpacrpyrffypa cepBrrcubrx r 6rsuec-rprrJroxenuft 6aura

Ha ceroAusurnl,Ifi 4eur nnSpacrpyKTypa cerMeHTa 6urnec-upunoxenufi cocrornr ug 7
cepnepon HPE Proliant u 3 cucreru xpaneHr.r, AaHHhrx HPE MSA. Bc€ o6opy4orauue
sKcrlnyarl,Ipyerct roJrbKo B ocHoBHoM IIOA. B pesepnnoM UOA BbrrrrrcJrlrreJrbHbre pecypcbr noA
3a4aqv cerMeHTa 6usnec-upnnoxenrafi He rpeAycMorpeHbr.

CX.( 4tr peaepusnx xourfi

PepepaHuE cepaep E{

HetCXflnttr "':

-;npolyKrfiBHol{ ofl}bl



Bc€ o6opyAoBauae, gKcrrnyarlrpyeMoe B AaHHoM cerMeuTe, nocraBJlrJlacb He qepe3

o(fuquanruufi rauar uocraBKr,r npor{3BoAr,rreJrr, B cBr3r{ c qeM orcyrcrByer rapaHTr,L Ha

KoMnneKTyronlue, ycraHoBlreHHbre n o6opy4on artvwl
Orcyrcrnyer pa3,[eJIeHI{e o6opygoBaHr.rs Anfl cpeA recrr,rpoBauus, paspa6otxr,r u

[po,qyKTLIBHoro [porpaMMHoro o6ecue.reHr.rs. Pa6or:rr rro paspa6ome u recrr{poBaHr.rro

ocylqecrBJlflIorcr Ha roM xe o6opygoBaur,rlr, Ha Koropou (pyurquoHrrpyror rau(foprr,raqlrouubre
clrcreMbr, HaxoArrque B rrpoMbluuennofi gKcrtnyararlu]I.

Taxxe orcyrcrByer cr,rcreMa pe3epBHoro KorurpoBaHlu vt cr{creMa pacnpe,ueneHr{,
Harpy3Kr,r, qro cosAa6r pr{cK [eperpy3Kr,r orAeJrbHbrx gJreMeHToB nu([pacrpyKTypbr, Koroprur
Moxer rrplaBecru K BpeMeHHbrM uepe6o.au n pa6ore Kpr{Tr.rqecKu BaxHbrx An 6anxa
un(fopnraquoHHbrx cucreM, a raKxe cyulecrBeHHo ycnoxHrer rrpoqecc BoccraHoBJreH]r,
pa6orocuoco6nocru cr{creM.

PIacyHor Jl& 3 Texyrqar uu(lpacrpyKrypa cerMeHra cepBr{cHbrx u 6ugsec-upuloxeuufi

Ha6nroAaercs HexBarKa BhltrurcJrLrreJrbHbrx pecypcoB r,rMerouleroc, o6opyAonanur,
oneparllBHtul fl€lMflTb 6onsuruncrsa cepBepoB rreperpyxeHa, qro cKa3brBaerc, Ha
npolI3BoAlIToJIbHocr[ SyurqnonlrpoBaHr{f, rauSopuau[roHHbD( cucreM (Konnerrun, nro6ulruoe
nplrnoxeHr{e u npoqee) 6anxa.

4. TPEBOBAIilIII,KTIOCTABJIflEMOMYPEUIEH}IIO

Ilpoexr AoJrxeH 6rrrr pealu3oBaH B cneAyroueM HaupaBJreHlrlr:
1. lln$pacrpyKrypa cerMeuTa cepBrrcHbrx u 6usHec npu.noxenufi

flpuo6pereHlle HoBoro cepBepa apxr{TeKTypu x86 AJra cerMeHTa cr,rcreMHbrx r{

6uauec-upuroxenuft Banra.



2. llnQpacrpyrcrypa ABC
flpuo6perenre nosofi Cncreurr xpaHeHr,rf, AarrHbrx AJrs

AaHHbrx.

pe3epBHoro cepBepa 6a3br

Ocuffisofi ttrOA kmpmmfi II0A

Prpeprurffi cEFErp&1

Pucyuor Ns 4 llpegraraeMilr 6yayrqas un(lpacrpyKrypa I{O,{on
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3. KopnoparuBHas cerb rlepeAarrrr AaHHbIx

flpuo6pereHr.re AByx MexcereBbrx sKpaHoB s ocHosuofi IIOA.
Ilpno6pereHue AByx 48 noprourx MeAHLrx KoMMyraropoB.

Pracyuox Ne 5 llpe4naraeMtur 6yayuar apxr.rreKrypa cerr.r

4. IlpnobpereHrre KoMrrJreKTa 3arracHbrx .racreft AJrr lrMercrqnxcc cepBepoB rr

crrcreM xpaueurrfl .qauHbrx B rleJrsx 4a;rrnefiruero o6c.iryxunauilfl, 3Tofo
o6opy4onanur.

4.1. O6urue rpe6onauur
Bce [peAJraraeMbre roBapbr AonxHbr [oJrrrocrbro coorBercrBoBarb rpe6onauuru

Texnu.recroro 3aAaxus.
Bce upeAJlaraeMble roBapbl AonxHbr 6rrrr HoBbrMr{, He rircrroJrb3oBarrHbrur{ u

r,r3roroBJreHHbrM He paHee 2023 rola.
Bce upe,quaraeMrre roBapbr AoJrxHbr (pynrquorupoBarb rrplr cneAyro[Iux ycJroBHrx :

- rapaMerpbr erreKrport4ranus. (220 y +l- 20 V, 50 Hz +l- I Hz); Bo3MoxHbr pe3rr.re cKaqKr.r

HaflpsxeHr.rr;
- reMlleparypa oKpyxaroueft cpeAbl: or +10 C0 ao +32 C0; orHoclrreJrbHarr Biroruocrb or

l0o/o lo 8002; sanrueHuocrb lo 0.4 r/rra3; yponeHb rrryMa He AoJrxeH rrpeBbrrrrarr 55 ,{6, ecJrr.r Her
cleurraJrbHrx rpe6on asuit.

Bce ueo6xogr,tuue Pyrono4ctBa rroJrb3oBareJur AoJrxHbr 6urr Ha pyccKoM fl3brKe.

Texnuqecriul AoKyMeHTarIr{fl AonxHa 6rrrr napyccKoM u:luartrtuitcKoM fl3brKe. Bo scex cJrfrux
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HeAolycrrrMo rrpeAocraBJreHr,re Texuuqecxofi 4oryueHTaIII{u IE Pyrono4crB rloJlb3oBarenf, B BI{Ae

rceporounfi.
4.2. Tpe6oBanrs K rrocraBKe r.r nrr6opy o6opyaoBaHrrfl

flocrasrserdoe o6opyAonanue, KoMrrneKTyroqlre qacrlr, pacxoAHhre Marepuaflbr,
aKceccyapbr u nporpaMMHoe o6ecne.reHrae He AoJrxHbr Bbr3brBarb HeuaAnexalqee
(fynrquournpoBaHue r.rnlr orKtr| cyrqecrByroqero o6opyAoBaHr,r, u paHee ycraHoBneHHoro
lporpaMMuoro o6ecneqeHr.rfl .

IlocranrseMoe o6opyAoBaHr.re Bcex MapoK AonxHo rrpor,r3BoAr,rrbcr ceprlfiHo K MoMeHTy

oTKpbrTlrfl ToproB.

4.3. O6ssareJrbHbre rpe6onanns K rapaHTnfinorry o6c.nyxunaHrrlo
flpe4naraeMoe o6opyAoBaHrre u [porpaMrranoe o6ecfleqeHlre AonxHo 6rnr nonrna (ue

6rrnuruu a yuo'rpe6:rcHvlt, He cHsrbrM c rrpolr3Bo4ctna), upoLI3BoAcrBa He paHee 2023 t. u
coorBeTcTBoBaTb MlrpoBbrM craHAapraM.

fapanrux Ha Bce o6opy4onaulle AonxHa 6rrrr ne MeHee 3 .ner.

IrlcuomrureJrb ,(oJrxeH yqecrb B crolrMocrr.r flpeAJroxeHr,rfl TexHuqecKylo [oAAepxKy B

reqeHlrr 1-ro (uepnoro) ro4a c MoMeHra 3arrycKa [porpaMMHo-arraparHoro KoMrJIeKca B

SKorrJryaTarlurc.
Iounuo rapanrnfiuoft uo4.qepxxr.r o6opy.uoBaHr{s, }IcuoruureJrb B TeqeHHe Aeftctnr,rx

rapanrufiurx o6ssaremcrs AonxeH o6ecuequrs seo6xoAt4Mylo uu$opuaql{oHHo-
KoHcynbrauuoHHyro noMorrlb cleuuanucrarvr 3axagqraxa.

fapanrnfinoe cepBucHoe o6cryNr.rBaHr,re Bcero o6opy4onaHllfl AonxHo ocyuecrBJlrrbc, rro
MecTy 3KorrJryaTarllru, cleq[aJrr4cTutMr{ aBToppr3oBaHHoro [po]r3BoArlTeJIeM cepBllc-IleHTpa B

Pecny6nuxe Ys6eKr.rcraH.

4.4.Tpe6oBaHrrfl K AocraBxe rr ycranoBKe

,ftr oteuecrBeHubx xounauufi: ,{ocranra ocyrqecrBJlf,ercs Ao cKIraAa florynarenr,
pacuonoxeHHoro ro aApecy: 100096 r. TarrrKesr, yn. Jlyr$ufi 14.

.{rr r.rnocrpaHHbrx xouuanufi: flocranra o6opyAonaur{fl ocyrqecrBrsercfl Ha ycJroBurx
DAT MexyAHapoAHbrfi Aoponopr Tarureura r,rMeHr,r klcrratv,aKapuuoea (Incoterms 2010).

,{ocranxa, MoHTax il 3anycK B gKcrrJryararlfiro nocraBJrflerrroft rexnuKr,r ocyrqecrBrserc.f,
flocrasuuroN,r.

3auycr B gKcrrnyararlurc o6opyaonaHlrfl BKJrroqaer B ce6x ycmuoBKy lr [ycxo-Hruro,AKy,

BKJrroqiu ycranoBKy [porpaMMHoro o6ecneqeHrl.f, .

Bce uocrasJr.f,eMoe o6opygonarure AoJrxHo 6urr cepruQuquponaHo B coorBercrBur,r c
3aKOHOAaTeJTbCTBOM Id.fiId sKBr,rBaJreHTHbrMlr MeXAyHapOAHbrMlr CTaHAapTaMr,r, qTO .UOIXHO
rroATBepxAatbcs. cooTBeTcTByrouuMu AoKyMeHTaMu.

4.5. Tpe6oBaH[q K rrucraJrJrfl rlrlrl, nacrpofi rce, MoHTa]rqy.

llocrasrqur AoJrxeH BbrrroJrHr,rrb cneAyroulre pa6oru :

. OcyqecrBr.rrb rrocraBKy o6opy.uonagur
o YcranoBr,rrb o6opy4onanne r ruxa(p;
. flporoxu'rr xa6envrfirrar.Lrs.kr cera;
o llponecrr{ uporleAypy perucrpaquu o6opyAoBanr,r, Ha rroprrrJre rrpo}r3BoAr{reJr.f,;
. flpouucarb r.r Hacrpor.rrb IP-atpeca;
o Hacrpourr pa6ory o6opy4onagr.r, B Knacrepe u pexurrae HA;
o Brruoruurr pa6orbr rro ycrnoBKe, nacrpofire r,r 3a[ycKy Bcex flpeArroJraraeMbx K

rrocraBKe cr,rcreM Ha [peAocraBJreHHoe o6opy4onanze.
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4.6. Tpe6oBannfl K cocraBy rocraBflqevroro o6opyAoBanlrfl.

flepeuem o6opygonanus., iltalrrpyeMoro An, rroKyrKr,r nplrBeAeu HLrxe:
1. HosHfi cepBep apxr{TeKTyprr x86 Anq cerMeHTa clrcreMHbrx lr 6usnec-upuloxeuuft

Banxa - 1 mr.
2. Cr.rcreua xpaHeHr{s AaHHErx Anrr pe3epBHoro cepBepa 6asu AaHHErx - I un.
3. MexceresLre eKpaHbr Anfl ocHoBHoro I{O,{ -2 w.
4. 48 nopronue Me,4HLre KoMMyraropbr - 2 rrrr.
5. ,{ouoruureJrbHbre Aerzrnu Anfl cyr{ecrByrou[x c]rcreM xpaHeHr{fl AaHHbx HPE MSA

1050 - rur.
6. ,{ononnureJrbHbre AeraJrr.r AJrfl cyrqecrByrorqux cr{creM xpaHeur,Ifl AaHHbrx HPE MSA

2050 - urr.
7. ,(ononnureJrbHbre AerirJrpr .uJrx cyrqecrByroruux cucreM xpaHeul,If, AaHHbD( HPE MSA

2060 - urt.
8. ,{ouonnureJrbHbre AeraJrr An, cyqecrBy}ourx cepBepoB HPE DL360 Genl0 - mr.
9. ,{ononuureJrbHbre AerirJrr,r Ars cyqecrByroqrx cepBepoB HPE DL380 Genl0 - rur.
10. ,{ouonHr.rrerrbHbre Aeranr.r Arur cyrqecrByroq}rx cepBepoB HPE DL380 Genl0 Plus - rut.
11. .{ouorHr.rreJrbubre AeraJrr.r AJu cyrqecrByrou}rx cr{creM xpaHeHI,It AaHHbIx IBM

Storwize V7000 -2 rl,r.

4.6.1. O6uEe rpe6onannn n QyumqrroHaJry cepBepa.

IlpegnaraeMoe pelreHr{e AoJrxHo IrogepxrlBarb Bo3MoxHocrb ycraHoBKI,I n croftxy.
Cepnep AonxeH rrogepxr.rBarb rrpoqeccopu Intel Xeon SP 83XX (Platinum) rE 63XX

Cepnep AonxeH r.rMerb MoAyJrbHyro apxureKrypy, rpu sroM raxAufi MoAyJIb

uacura6upyercfl, Ao apx[TeKTypbr 4Sockets. BosuoNuocrr.r Macrrrra6uponaurr n o6nouIeHI,L
AoJrxHbr 6rrrs 4ocrlrrHyrbr 3a cqer Ao6asreHu.fl AorroJrHlrreJrbHbD( crporrTeJrbHlnr 6noros
nao4ynefi 4Socket 6eg seo6xoArrMocru rpeABapr.rreJrbHbrx rHBecrr.rqufi n 6omruoe maccu.

flpegnaraeMoe pe[reHr.re AonxHo rroAAepxr{Barb [ocJreAHr,re onepau]roHHbre crrcreMhr r,r

nporpaMMHoe o6ecneqeHr.re, Taxoe KaK:

o Microsoft Windows Server
o Red Hat Enterprise Linux (RHEL)
o SUSE Linux Enterprise Server (SLES)
o Oracle Linux/Oracle UEK
o Vmware

Cepnep AoJrxeH Aarb Bo3MoxHocrb 3arasuuxy 6ecupeuarcrBeHHo Haparqr.rBarb eMKocrb
unll [epexoAl,ITb oT ropll3oHTzlnbHoro uacuna6upoBaHr,rfi K BepTr,rKaJrbHoMy rraacrura6zpoBaHr{ro

uru nao6opor 6es ueo6xoAuuo crlr roBropnoff uar(lopM[3arlr,ru.
Illaccn AoJIxeH roAAepxl{Barb He MeHee 48 cnoron DIMM, o6ecue.runaroulux ao 12 TB

tlulMsrlr DDR4 Ha ruacclr c ro,qAepxxofi ECC, Adaptive Double Device Data Correction
(ADDDC) n Single Device Data Correction (SDDC) am 3arrllrrbr or orun6ox. Bce xaualbr rritMrrr{
AJUI KaxAoro npoqeccopa AoJrxnu 6rrm 3arroJrHeHrr AJu orrr[rManrnoft ilpol,I3BoAr{TenbHocr[r.
Cucreua AonxHa roAAepxLrBarb coqeraHue uo4ynefi DIMM eMKocrbro 32fBu256fB.

Cepnep AoJIxeH rroAAepxr,rBarb gHeproHe3aB[crrMyro naMsrb c eMKocrbro DIMM 128
lBl256fBl5l2 fE. IloaaepxKa Aonxua 6rrm ronrxo .qns rpsMoro pexr,rMa npuJroxeHr.rx, uro6sr
o6ecuequrb recHylo I{HTerpaquro c pa6ouuruu Harpy3KaMr.r vL o6ecuequrb HalrJrfruyro
rrpou3BoAr,ITeJrbHo cTb IIaMfl TLI u couracoBaHHo cTb AaHHbIx.

IJJ.accu cepBepa AonxeH rrorrepxr.rBarb ro AecflTu (10) orceroB Anfl,2,5-4rofiivronrrx

13



AI4cKoB Ha Ilraccll,Uns noAAepxrr.r .(rrcKoB rrrrra SATlJSAS/l.trVMe/S SD.
Cepnep AonxeH I{Merb orllr{oHirJrbHyro rroAAepxxy o[Tr,rqecKoro rpr,rBoAa DVD-ROM.
Cepnep AoJIxeH [oAAepxI,IBarb Bce flprMbre KaHilrbr BBoAa-BbrBoaa PCI-e or I{fI, .rro6st

o6ecuequrb uoJIHyIo cKopocrb, pa36norupoBlq H [oAKrroqeH[e BBoAa-BbrBoAa c Manofi
3aAepxrofi.

Cepnep AonxeH IroArepxllBarb He 6oree 16 nonno cKopocrHbrx unrep([eficon neo4a-
BbrBoAa PCI-e 3.0 ans ron(pr.rrypaqua 45 u32uyrepQeftca 4rx rou([urypaqun 8S.

Cepnep AoJIxeH florrepxl,IBarl ropsqyro 3aMeHy pe3epBrrLrx 6roxos fiura1ilg,
o6ecne.Iustuoqux MI,IHI,IMaJIbnyro sQQeKTr,rBHocrb He MeHee 9lo/o npu l0O% Harpy3Ke ra

s(f(ferrunnocrb He MeHee 94Yo tpu 50% narpysre.
Cepnep AoJIxeH rloAAepxl{Barb AolloJlHurelrurrft KoM[JIoKT c 2 racto.ru]rKaMr.r rtrTanvrx,

roroprrfi peKoMeHAyercs, ecJrr{ rpe6yercx N+N.
flpegnaraeMoe perueHrle AonxHo rroAAepxuBarb Redfish@ API. Peruenue AoJrxHo

rIoAAepxLIBarb BapLIaHT BcrpoeHHofi xosco.npr r,r KoHcoJr[ ylpaBJreHus, LIts, ron$urypaquu 43 pt

85. flonxna 6rrtr raKxe rloAAepxKa ycrpoftcrna KoHcoJrr,r y[paBJreHus Arfl 6olrrunx
rouSurypaqufi.

Cepnep AonxeH 6rrru r,rnrerpllpoBaH B crpyr(Typy rlenTpanr.r3oBauHoro yrpaBJreHr,rs, rAe
ero MoxHo 6yAer rularenbHo KoHTpoJILIpoBarb Lr ycraHoBr{Tb aBToMarr.rqecKyro cB.s3b c
lepcoHaJlolu clyx6rt [oAAepxKLI [pol,I3BoAurerrfl., a raKxe aBToMarr,rqecKrr r.rHr.rquprpoBarb
4efi crnrax 4rr 6ecnperrrrcrBeHHoro B3ar,rMoA eitcrr;us. c rroJrb3oBareJleM.

Cepnep AonxeH rlMerb rpoBepeHHue Unix-uoAo6nue Qyurquu RAS c AocryrrHocrbro
or4elrnofi cLIcreMbI lo 99,999o/o. Os Aonxeu o6ecue.rr.rBarb KoMrrJreKcHbre Bo3MoxHocru RAS,
B TOM TII,ICIE:

ApxIEtercrypa, opI{eHTrIpoBaHHa, Ha Mr{KponporpaMMnoe o6ecne.reHr.re, upu aHaJrr.r3e

[peAyupex,{ elauit, ourn6ox pr BbrrroJrHeuuu Aeficrnzfi
Anrolaatu.IecKarr perlrcrparlrEs om[6or
An'rouraruqe cKo e c ar\doBo ccraHoBJreHue (AsraxoK analra:a)
Orxrlo.reuue/gexou$lrryparl[, Her{c[paBHrx FRU
Eopronoft aHaJrpr3arop HelrcnpaBHocrefi
ArroMarr.r.re crufi [epe3auycK
PacuupeHnax o6pa6orxa oruu6oK rpoqeccopa (eMCA Gen2)
PacuupeHHzu orKa3oycrofiqunocrb naMflrr.r (ADDDC)
IIosrrrueHH&I orKa3oycrofi.rusocrb orrrr{Kr.r (a4anrnnuar Mapurpyrr{saqnr)
PacruupeuHoe BoccraHoBJreHr,re trocne ouu6ox PCIo (LER)
Osnaft n o6nosreHue upour,rBKlr

Cr,Icreua AoJIxHa noAAepxuBarb ropsqyro 3aMeHy pe3epBHbrx BeHTr{JUrropoB.
B flpe.{naraeMoM peIxeHI4I,I AoJrxHo 6rrrr unrerp}rpoBaHHoe KJracrepHoe perueHr.re

srrcorofi AocryrlnocrLr Ms Linux BMecre c arruaparHrna o6ecneqeHr,reM, flpeAfloqrureJrbHo or
oAHoro rpoI,I3BoAI{Terr Ans ncefi un(fpacrpyKTypbr, BKJrroqur anraparHoe o6ecue.reuue, OC r
pelxeHl{e sHcoroft AocryrlHocrn AJts [pocrorbr r{HTerparl}r[ u orBercrBeHHocrr,r cnyx6
[oAAepxKI{. Knacrepuoe peIxeHI,Ie AonxHo rrpeAocraBnrrb ua6opu r.rHcrpyrueHToB Mfr
I'IHrelpaIIuu Bflrrpuloxennfi, qro6rr o6rer.{zrs r,rHTerpaq}rro H ycnyru [oAAepxxu. Ha6opu
rIHCTp]'tl{oHTOB AOnXHrI OXBarbIBarb rrouyn pHbre Kopnoparr.rBHhre [pr,IJIoxeHr.Ig, TaKHe XaX CYEI
Oracle, rpunoxeHrrfl. u r. A.

Cucreua AoJIxHo [o3BoJIrr6 o6reAunsrb HecxoJrbKo cr.rcreM s 6onee xpyuuuft KoM[JreKc
IJIf, MacrrlTa6upotatux, rr.r6xocrs Ia 3ttrrlr,rrbr uunecruquft .

B upe4uaraeMoM peIIreHI{I,I AoJIxHo 6urr uurerpupoBaHHoe perxeHr,re 6esonacHocr}r c
yqeroM pa6ouefi Harpy3KI{ alg OC }r flpunoxenufi Linux. Perueuue AonxHo o6ecueqrsars
coorBercrBl'Ie tpe6onauuru 6esouacuocru 6naro4apx npocrore BHeApeHr,rf, u
a,IIMI{HI'IcrpPtpoBaHVfl., a TaKxe sQ$errunnouy aBToMarr{3}rpoBanHoMy Bhr[oJrHeHr{ro
6olrruIaHctBa 3a,qatr.
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flpe4laraeuoe pelreHl{e AonxHo [ogepxuBarb cneAyroq]re rpe6onaHux
6egouacnocrr,r:

flog4epxra UEFI Secure Boot ra Secure Start.
JarrErra or orKara npour,rBru,r.urr r.rcflpaBrre*ufrKpurr.rqecKr,rx ys3BuMocreft.
Immutable SRT, peruenue Cyber Catalyst or Marshsm
O6uonleHus 6es HecaHKIII,IoHr,rpoBaHHoro Aocryrra KoMloHeHTEr HMeror
uu$ponyro tronrr{cb r4 npoBepeHLr
Besonacuoe BoccraHoBileHlae - BoccrauaBJrr,rBaer Kpr.rruqecxoe Mr{KporrporpaMMHoe
o6ecne.reHr.re Ao 3aBeAoMo r.rclpaBHoro cocrorHr.rs [p]r o6uapyxenun
cKoMrrpoMerr.rpoBaHHoro MuKpolporpaMMHoro o6ecueq eHHs.
flo4gepxra TPM (Trusted Platform Module) 2.0
HecaHKrIr.roHr.rpoBaHHOfO AOCTy[a I,I [pr4rrarH AJrf, BCeX C]rCTeM

3arrpluleH oT

O6uapyNeHr.re [poHr.rKHoBeHr.r, B Koprryc (ouquoua;rrno)
O6uoueuue BcrpoeHHoro fIO 3arrlurrleHo ayrenrusuraquefi aAMr{Hr.rcrparopa RMC
Yupauxeuocrb c Bo3AyrrrHbrM 3rBopoM
HaAexuue roroBhre [apoJrr.r
Ynpanleurae AocryrroM K KaraJrory (LDAP/Active Directory)
Anrrepnarrasrr PXE (uaupannenurur 3arpy3xa no roxamnoft cerr,r, 3arpy3Ka rro

Bogiraoxnocrb orKJrroqeHr,rs ropron HOST USB
ClIcreua AonxHa rIoAAepxLIBarb HecroJrbKo cepBepoB c rrepeKpbrBarorrluMr4cfl IP-

aApecaMI'I, co3AaBarb I,I y[paBJlrrb rroJrr.rrr{KaMu 6esonacHocrr.r rr [pr.rMeHrrb r.rx Ko rceft cpe4e.
B cucteue He AoJIxHhI I,IcrloJlb3oBarbcfl areHThr, Koroprre Moryr rorpe6lrrr pecypcrr I{fI,

HO aKTr,rBr.rpyroTcf, BprrHyro An, BbrrronHeHr,r, 3aAaq.
ClIcreua AoJIxHa rloArepxllBarb yfipaBneHr.re Aocry[oM Ha ocHoBe poneft. Pagnr,r.rHrre

ponrl Ans BrIIToJIHeH[, ptBruqHbrx ([ynxqufi, TaKr,rx KaK olpeAeJreHrae [oJrr.rrr.rx coorBercrBr{fl r{
BBrnoJrHeHr,re saganufi ay lur a.

B crcreue AonxHa 6rttr nu(fopMarluoHHas rraHeJrb 4rx oro6paxeHr.r, o6qero craryca
COOTBETCTBI4S.

Crauuponauue coorBercrBll u lrcnpaBneHr,re AoJrxHbr rrogepx]rBarbc, s oAHoft r.r rofi xe
CI,ICTEME.

Cucreua AoJIxHa [oA.(epxllBaru .qo6aueHr.re HoBbrx rroirrcoBarerefi c oupegerenuofi
ponbro,{n, olepauufi 6egouacHocrr{.

Cucteua AoJIxHa [peAocraBJlrrb crauAaprHhre orpacneBhre recrbr 6egouacnocru, TaK]re
KaK [oJrr{Tr.rxa CIS AJu coorBercrBr4.f, oneparlr4oHuofi czcreue.

Cprcreua AoJIxHa LIMerb aBTopr.r3oBaHHyro ponb .qn, nacrpofirn rroJrrrruK[ B coorBercrBr.pr
c orIpeAeJIeHI'IeM IOJII{TI,IKH CSIO u o6ecne.reH}rtr ee AocrylHocrrr Ans, pa3BeprbrBaHts. B
coorBercrByorqrEx OC.

Cucterua AoJIxHa o6ecueqr.Isarb Bo3MoxHocrb pa3BeprhrBaHr,r, HecKoJrbKr,rx [oJrr4Tr.rK B
OC, ornocrrluxc, K oprilII,I3aIIutu,VT Ia rroJr]rrr.rKilM orAeJroB. I4gMeneHras floJrr,rrr.rKr,r Lrvrcropus,
AoJrxHbr 6urr coxpilreHhr 4lx qelefi aypiura.

Cucteua .4oJIxHa rIoAAepxrIBarE r,rclpaBJreHr4e Ha ocHoBe yrBepxreHHofi nornruru,
Koropa, TaKxe Moxer 6utr oupegeJleHa B orrpeAeJreHr{r{ rroJrr.rrr{Kr.r coorBercrBr.rs.

Cacteua AoJIxHa rIpeAocraBLITb cnr.IcoK Bcex aKTI,IBHbrx H HeaKT[rBHbrx IroJr]ITrrK,
HacrpoeHHbrx B cpe.qe rIeHTpa o6pa6orxu AaHHbx.

Cucreua .{onxHa [oAAepx]IBam pyruofi 3alycK cKaHupoBaHlrr coorBercrBgr.
Cucreua AoJIxHa rroAAepxllBarb cKarrLtpoBanr{e Ha coorBercrBr,re o4Hoft rroJrr{Tr.rKe r.rJtrr

BCOM IOJII,ITI{KtIM, HaCTpOeHHruvr S OC.
Cuctelraa AonxHa [oA,{epxr.rBar6 nocJreAoBarenrnslft orKar uocleAsefi orreparlulr

uc[paBneHIas 6esouacHocrl,I n OC,uo rex [op, noKa oHa He AocrurHer r.rcxoAHoto cocrorHrrfl.
Cucreua AoJIxHa teHepl,IpoBarr nornrrfi orrrer o cKaHr.rpoBalvur., BKJrrcqar c6ou w
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lroApo6Hblfi orqer o roM, KaK I{c[paBr.rrb cr,rryarlruo B cpeAe Efis [oBLrrrJeHr.rr orIeHKr{
COOTBETCTBH'.

flpousno4ureJlb AoJIxen 6urr B cocroflHr,r[ npeAnoxurr ru6rrafi pexr{M pa3BeprbrBaHr,rc
c ourarofi uo ([ar(Ty rrcrroJrb3oBa1vs., rro3BoJrrrouufi noxa-urno pacllpeAenarr ZT-pecypcrr, rrp,
gToM KoppeKTupyfl 3arparbl ua LIT B coorBercrBr,ru c $arruuecxr.rM rrcrroJrb3oBaHrreM B pexlrMe

,{onxua 6rrm crno3Hafl roAAepxxa or ocHoBHoro rpor{3BoAr.rreJr.f, r,ru([pacrpyKTyprr:
aulaparHoe o6ecne.Ieuue, OC u cprcreMHoe pe[reHr,re nucoxofi,{ocryflHocrr.r.

4.6.2. O6rune rpe6onaHur rc QynrquoHaJry crrcreM xpaHenrq AaHHbrx.

flpe4laraeurrfi rraaccuB xpaHeHr,rs AonxeH 6um naaccnsoN,r All Flash - NVMe r,r AoJrxeH
6rrm ocuoBaH Ha rexHoJrorr{u PCI Gen4 uocleAHero rroxoJreHr.rr.

flpe4laraeMoe xpaHl,IJrr{qe AonxHo 6um QlaruaHcKr.rM Macc}rBoM All NVMe - Flash or
opraHr{3arl[u rr AoJrxno 6rrrr qerKo ouy6luronaHo Ha rax se6-cafire.

Maccrs xpaHeHLIc AonxeH [oAAepxr,rBarb BeAyrrlue B orpacJru nnar(popuu
orepalluoHHblx cl{creM rI Knacreprr3arlurc, BKJrroqafl: Windows Server 2019 u2022, VMware 7,
o[eparluoHHbre cncreMrr Linux u UNIX u r. A.

flpeglaraeuufi MaccrrB xpaHeHru AonxeH 6rrrr ru6xuur KaK
uacruta6rapoBaHlru, TaK u npu foprr3oHTanbHoM uacurra6upoBaHlrr,I
TexHoJrornrr KJracrepra 3ar\vl:zr, Bcrpo eHHofi n rraurpouporpaMMy Maccr,rBa.

Texnororus ropu3oHTaJrbHoro uacmra6upoBaHr,rs AoJrxHa BbrxoAr,rrb ga paMKr{
TexHoJIorrIu $e4epaqHl,I, [ocKoJIbKy oHa AoJrxHa r,rMerb Bo3MoxHocrb rrepeAoBarb roMa IIo BceM
uacura6upyeMbrM KoHTpoJrJrepaM cucreMbr xpaHeHr.rs.

Onepaunu 3aII[crI AoJIxHbr 6rrrr uoruocrbro 3arruruleHbr, yt B cryqae c6os rr,rraHr,rs He

AoJIxHo 6rnr uorepla AaHHbrx. 3ror uexaur.r3M He AoJrxeH [oJrararbcfl ua 6arapeftxn.
flpegnaraeurrfi rraaccrrB xpaHeHH, AoJrxeH 6rrrr cron$urypzponan 6es eAnuofi ToqKH

ron(prarypaqllrl, BKJrIoqa"tI Kapry KoHTponJrepa MaccHBa, Kgru-rraMrrb, BeHTuJrrrop, ucrorrHlrK
\IdTAHIdfl, I,I T.A.

He AorxHo 6rrm )rxyr[reHl.{, xapaKTepucrr{K r{3-3a orKa3a oAHoro KoMnoHeHTa uyu
KoHTpoJIJIepa. IIpousno4I{TeJIb AoJIxeH rrpeAocraBHTb.qoKweHTanbHoe noATBepxAeHr,re groro.

Ilpe4naraerrasrft uraccuB xpaHeHrIfl AoJrxeH rrogepxr{Barb prurruqHbre eMKocru $nsru-
HaKorrureJrefi NVMe.

flpe4naraeuuft MacclrB xpaHeHr{fl AoJrxeH
uru$pooanueiu AES-256 XTS FIPS Ha ypoBHe
aauu(fponaHHbx Qleru-uaxouurelefi NVMe.

flpe4naraeurrfi uaccI,IB xpaHeHr,rs AoJrxeH 6urr o6ecreqeH gaulurofi or orKa3a rpex
AI'I0KoB oAHoBpeMesuo. B cJlfrae, ecJII,I [po[3BoAr{TeJrb He rroAAepxr.rBaer gro, pa3Mep Maccr.rBa

.{oJrxeH 6rrtr uaxcr.rMiurbHo 6D+2P.
Ans .qocruxeull MaKcLIMaJIbnoft eurocrr{ Ar,rcKoB - y rrpou3BoAr,rreJr, 4orxua 6rrrr

BO3MOXHOCTb PA3MECTIITb BCE IIPEANATAEMbIE AI,ICKI,I B OAHOM IIYNC AI{CKOB.
Ecln y [po]I3BoAureJL Her Bo3MoxHocru eA[rHoro rryJra, neo6xo.uuuo [peAocraBurb vr

HacTpor{Tb 20o/o gonotnurenrnofi neo6pa6orannofi eMKocTr{.
He lolxno 6rrm y(yAIIreHLu xapaKTepr,rcrr{K r.r3-3a orKana oAHoro KoM[oHeHTa uy11

KoHTpoJrnepa. flpozanoArlTenb AoJIxeH rlpeAocraBr{Tb AoKyr\(eHTUrbHoe [oATBepxAeHr.re groro.
He Aolxso 6rttr cHI,IxeHI,It npolr3BoAr,rreJrbHocrrr Bo BpeMs Kpr,rrr,rqecKr,r Ba:KHLx

Aeficrnuft no no.{AepxKe, TaKI,Ix rax o6HosreHr,re Mr{KporrporpaMMu, o6uoueur{e ucnpaBleuufi
I,I T. A.

flpe4naraerrarrft uaccuB xpaHeHLIfl AoJrxeH rrpeAJlararb KoHTponbHbre c) ,rMbr, Bbrxorrrrlue
3a paMKI'I craHAapra T10-PI. Kourpomnrre cyMMbr aBToMaruqecKr4 o6napyxunaror yt

npe.qorBparrlaror oruu6KLI, Bo3HI,IKitroq[e B pe3yJrbrare rrorepflHurx/ueyuecrHbrx ouepaqufi
qreHl'Ifl ulru 3?[Jl4ckt, Koropble T10-PI rI aHaJlorr.rqHbre cucreMhr KoHTponrHoro cyMMr(poBaHr.rs He
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MOryT r{clpaBHTb.
flpe4laraeuoe xpaHl{nrue AoJIxHo r{Merb o6ra.ruHft MoHr.rropr,rHt [oAAepxKy

I'IcxyccrBeuHoro LIHTeJIJIeKTa u amalwrrvr.recrufi MexaHr{3M Anfl yrrpexAaroqero y[paBJreHr,rs
xpaHI{nEIIIeu. Bce ueo6xo4uuble JILIUeH3r.rr{ AoJrxHbr 6rnr nrrtrc.{eHbr B rrpelJroxeHr{e.

O6ra'Iurrft MoHI-IToplIHD rloAAepxxaLl]Ir r.r MexaHr.r3M alurvrrvnKr.r AoJrxHbr o6ecue.usam
cneAyroqee:

flpeAoctaulegl4e peroMeHrauufi no o6Hoeneuuro Bcrpoegsoro fIO H o6HosreHuro
rcrrpaBJreHrEfi sa6raroBpeMeHHo u c rreroM uepusepr.rfinofi unspacrpyxryprr,
[oAKJrroqeHuoft x Maccr{By.
AsrolvIarll.recKu rlpeAorBpalrlarb ycraHoBKy [pour,rBKr,r Maccr{Ba, Koropurf, Moxer
ron$lurroBarb c ApyruMH 3JreMeHTaMr.r au$pacrpyKTypbr, roAKrroqeHHhrMrr K
Maccr{By.

flpe4octauleurle .rpesnrmaftno AerzlnbHoro rroMLtHyrHoro a*aJril3a eMxocrlr g
tesAesquft [pou3BoAtITeJIbHocrI,I no yMorqauurc 6es ueo6xoAnnaocrr{ BrnroqeHr,r,
AOUOnHr.rreJrbHoro BeAeHHfl xypHilra, ycraHoBKr{ xarux-lu6o ycrpoficrn
(Sr,rsuuecrux :aorvt nzptyanrnrx) ililu ycraHoBKr.r raroro-rur6o rpolpaMMHoro
o6ecueqeHras.
Asa-nurura [poI,I3Bo.{I,ITeJrbHocrr,r AonxHa r,rMerb Bo3MoxHocrr pa:6nnarb BBo,u-
BbIBoA Ha rucrorpaMMbl ptBMepa BBoAa-BbrBoAa, onpeAersrb rrocneAoBarelg6rft u
clyrafinufi BBoA-BbrBoA r.r AaBarb peKoMeH,qaqnv Ha ocHoBe klkl anr- ycrpaHeHr.rs
upo6reu c npor,r3Bo,qrrreJrbHocrbro.

I'Is6asrrecr or ueo6xo4l,IMocrr.r An, KJrr.reHTa rrpeAocraBJrflTb xypHaJrbr Maccr,rBa An
floMepxKr.r, TaK KaK cnyx6a noAAepxKr,r 6yaer aBToMar]rqecKr{ floryqarb
neo6xoAuuylo r,rn$opuarlraro r.r3 Maccr{Ba.

.{orNen npeAocraBr.rrb ucropurc o6parueurafi n cnyx6y nolAepxK}r,
3apell{crpl{poBaHHbrx rpynuofi rroAAepxffi}r, c o[eparueHoft eQQexrraenoctrro. On
AOJTXeH 

'CHO 
AeMoHcrptrpoBar6 rrporleHr o6pauleH[ft n cnyx6y [oAAepxK]r,

3aKpbrTbx aBToMaTr,rrrecKr.r IIo cpaBHeHr{ro c pr{HbrM.
.{onNeu 6rrm B cocrorHllu [peAocraBr,rrb eAr..ruyro ucfloJrnr.rreJrbHyro flageJrb
MoHlITopuHra, oxBarblBaloqylo pa3nuqHhre Kpl,ITr,rqecrue l,I o6sgareJlbHbre ac[eKThI
3KoHoMI,IlI Mecra 3a cqer rexHoJlorfifi corpanleHr,rfl AaHHbx, roroBHocll4 I 3flrII{TO
AaHHbrx (xax RPO, raK vr. repproAa xpaueur.rr) I.[tfl rtraccu$uqupoBaHHbx
upunoxeuuff, pa6oraloqux B xpaHl{Jrr{ule, u roroBHocrr4 K anapufinouy
BoccraHoBJreHuro AJrs rrpr{JroNenufi .

flpe4ocrauxer [onHylo AI{arpaMMy 3AopoBbfl Maccr{Ba fi rro3BoJrf,er ru6xo
olpeAenrTb upaBr.rno 3AopoBbfl Ha ocHoBe orrpeAeJreHnux yclouEfi.
flpe4ocraurm peKoMeHAaur{}r no aBToMaruqecKoMy o6nosreHr,rrc KaK
lporptlMMHoro, TaK I,I amlaparHoro o6ec[eqeHl,rs c KoHKperHbMr,r r,rHcrpyKrlr{rMr,r
orHocr,rreJlbHo roro, uto neo6xo4uuo o6uonvrrb vt n rarofi crerleHr.r.

MexaHuslvl aHururunu c rloAAepxrofi o6raxa AoJrxeH lrMerb Bo3MoxHocrb
rpeAocTaBnrTb cneAyroqee:

.{onxen I,IMerb Bo3MoxHocrr mo6albnoro o6yueuux - MexaHil3M aHanr{TI{Kr{
AoJIxeH co6uparr KoHrponbHyro nnSopMarlurc KaK MLrHr,rMW rr3 6olee qeiu 25 000
MaccI'IBoB rlo ycrauoueuuofi 6ase [por.r3BoAuTens rns 3HaqrrMoro BbrBoAa.
rlpou:no4ure cb AonxeH [pe.qo craBr.rrb AoKyr,reHTzrnbHo e rroATBepxAeur,re groro.
Mexauusrra aHaIII{THKI,I AonxeH I4Merb Bo3MoxHocrb npoaKTr,rBHbrx pexoueu4aqufi
AiI, ycrpaHenux npo6teM, / upo6neu, o6uapyxeuHEx B apyrofi 6ase ycranoexu
lpor.r3BoAr,rreJr, tro cne BburBreHus upo6neuuofi uo4nucu.
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.{nx o6naunofi unrerpallru MexaHr.r3Ma MoHHTopr.rHra r,r aHzIJrr{Tr{Kr{ c ruI[epBr{3opoM
AonxHhr 6urr yrreubr cneAyrouee:

flpegnaraeMHfi o6naqnufi uexaru,r3M MoHr,rroplrHra r.r aHzurlrrr.rKrr AoJrxeH 6rrtr recno
LIHTerpI,IpoBaH c ypoBHeM rr.rrepBr,r3opa u AonxeH 6urr cepruQuquponau 4lx pa6oru
KaK Mr.rHr.rMyu c VMware u Hyper-V.
I4nterpaqus c rHrIepBI,I3opoM AoJrxHa o6ecnequsarb cKBo3Hofi rraonuropr,rHr rIeHTpa
o6pa6omu AaHHbIx rllnepBll3opa, xpaHr,rnuua .(aHHLrx, y3Jra rr,rlepBr,r3opa fi
Bl4pryanbHblx MaruI4H, pa6otaroqux B rIeHTpe o6pa6orKu AaHHbrx rr.rlepBr,r3opa, u
AOJIXHa I{MeTb BO3MOXHOCTb CBr3brBaTbCfl C npeAJraraeMbrM Maccr,rBoM xpaHeHr,rs.
Llucrpylrenr o6na.Iuoro MoHr,rropr,rHra v LrHTerparluu .uonxeH o6ecuequsarr
uogpo6nrrfi anarus xonSmrrroB UfI, rrrMrrr.r, onepaurafi BBoAa-BbrBoAa Anr xax,{ofi
Br.rpryturbHoft uaruuuu, BKJrroqtur 3aAepxKy.
I4ucrpyueut o6raquoro MoHr.rropr,rHra u r,rHTerparlrru AoJrxeH npeAocraBJrflTb
peKoMenAarlru Ha ocHoBe LILT AItfl ynyqrrreHr{, cocrorHr,rfl r,ru$pacrpyKTypbr
rHrepBlrsopa.
I,lnctpyrvrenr o6naquoro MoHrrropr.rHra r,r r.rHTerparl[r.r AoJrxeH r.rMerb Bo3MoxHocrb
orlpeAensrb ocHoBHbre BupryiurbHbre MarrrrrHhr, Koropble cuoco6crryror
MaKcr,rMaJrbHoMy Konuqe crBy onepaqufi BBoAa-BbrB o Aa u 3a,qepxKe.
Ecrn rpor.r3BoAr{TeJrb He rroAAepxr.rBaer rrpeAJraraeMbre Bbrrrre Qyuxqun,
npolI3BoAt4TeJIb AonxeH flpeAocraBr.rrb Koploparr.rBHyro JrurleH3r4ro Ha rraKer VMware
vRealize unI,I JII,IIIeHsIxo Microsoft System center Operations Manager KaK MuHlrMW
ua20 Susuuecrux cepBepoB, raxgufi H3 Koropbrx pa6oraer c ABWx Susu.recrrauu
rpoueccopaMil vt l6 r4parvrra.

flpe4raraepmrfi uaccI,IB xpaHeHur AonxeH r,rMer6 BcrpoeHHyro o6ra.rHyro Kouconb
AaHHbIx An, ynpaBneHu, HeorpaHlrrreHHbrM KoJrr,rqecrBoM MaccuBos. O6ra.rHuur KoHcoJrb AonxHa
o6ecuequsirrb cneAyroulue $yHrrlnu:

O6IrIafl [aHeJIb MoHLITopuHra AJUr Bcex, KTo y[paBnser HecKoJrbKr,rMr{ MaccuBaMr.r
qepe3 eAr4Hyro o6launyro KoHcoJrb AaHHbx.
ftasHat uu$oprraaqlroHHtul IIaHeJrb AoJrxHa [peAocraBJrrrr unlpoprraarllnrc o6 o6uterra
Kor[qecrBe MaccI,IBoB, ToMoB, xocroB, eMKocrrr u nn$oprr,raquu o
lpoI,I3BOArrTeJIbHO CTU O CHOBHbD( MaCCT,TBOB Ir TOMOB.

O6trlufi KoHTponb Aocryna Ha ocHoBe ponefi Ars. ynpaBneHrafl HecKoJrbKr.rMrr

MaccI,IBitMI{ tIepe3 eAI,IHyIO KOHCOJTI AaHHbrX BMeCTO CO3AaHr{' rroJrb3oBaTenefi u
Ha3 H aqe H r,rr polefi uu1uButpy utbHo An, KaxAoto M ac cr.rBa.

O6qee yflpaBneHr,re ayAr,rroM An, Bcex Maccr{BoB

,{olxeu LIMerb Bo3MoxHocrb rroMerr{Tb roM xpaHr,rJrr{qa Arrfl 3aAaHHbrx xocr-
lpLIJIoxeHI,Ifi, uro6sI MoxHo 6uro nocrpor{Tb AuarpaMMbr [por,r3BoAr.rreJrbHocrr.r Anfl
sK3eMunspa [prlnoxe}Jus. AIrq y[poqeHr.r, y[paBJreHwfr t4 y cTpaHeHr.rfl HerroJraAoK.
flpe4laraeMa, KoHcoJIb AonxHa coo6rql,Irr o prcMerqeHr{lr [pr.rJroxeHlu n uau6olee
uoAxoAqrqefi clrcreMe Ha ocHoBe pa6ouefi Harpy3Kr.r uocne rerr,rpoBaHr.r,
up[JroxeHr{tr.

,{onxeu LIMerb Bo3MoxHocrb [peAocraBJrrrb KoHTeKcrHo-3aBI,IcLIMbIe o6HoBreHI,Is
[porpaMMHoro o6e cneqeHr,rfl AJu Macc]rBa xpaHeH[fl .

,{olxua 6lrrr soslloxHocrb rlpeAnarixrb yrrpaBneHr.re r,r Hacrpoftry xpaurEJrr{ua KaK

ycnyry BMecro KoHTpoJrr, ycraHoBKr{ r.rclpaBJreHuit u o6uonlenufi upuloxeuur
yrrpaBneHras KoMaHAoft ua uecre.
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flpnnoxeuue ylpaBneHu, Aonxuo 6rrrr .4eficra[re.nrno o6raqurru, uro6rr ne 6suo
neo6xoAr.luocrlr HacrpavtBalb) o6nonrsrr, :acrrpaBr,flTb nplrnoxeH[r y[paBreHr.rs B TeqeHr,re

XH3HeHHOTO qlIKJIa KOHTpaKTa Ha [OAAepXKy, H OHO AOJTXHO npeAJraraTbos KaK ycJlyra.
B clyrae, ecnIa npo]I3BoAlarenro HyxHLr xaxne-ru6o.qofloJrHr,rreJrbHbre ycJryr]r, TaKr,re KaK

KJIacrepI,I3aIIut I Seppallur .{ns ynpaBJreHr{s HecKorbKr,rMr,r Macc}rBaMr{ c o.Uuoft KoHcoJrr.r r.r Her
co6crnennofi o6ra.rHofi roncorr.r AaHHbrx, TorAa sce Heo6xoAr.rMbre aKceccyapbr, Tarr,re KaK

AsofiHHe KoMMyraroprr Ethemet, xa6emr, no rpafinefi Mepe, AsofiHofi cepBep yrpaBJreur.rs n HA
Ia ,4pyrrte.4onxHLI6rnr npenocraBJreHLr 3apauee KaK Mr,rHrrMyM Ans 16 Maccfisos.

Ilpe.qlaraeMoe xpaHI{JII{IrIe AoirxHo uacrura6upoBarbc, 6es upeprrBaHr,r.fi pa6oru 4o
cepuit MaccI{BoB xpaHeHllf, 6oree BbrcoKoro floKoJrenlrr B AaHHoM ceueficrne 6es rcaxofi-nu6o
MoAepHr,r3arlur,r BHIoqHbrM rrorpy3rrlrKoM.

IIpu o6noBJIeHLIu xpaul.Inuula Ao MoAenu cneAyrouero [oKoJren]r, ne golxno 6rrrr
rrpocroeB.

Bce upe.qnaraeMble cereBble Kaprbr AonxHbr 6rrru cnoco6urr pa6orarr ua ruaneftnrx
cKopocTrx.

.{nr ouruuzurrsofi npor,r3BoAr{reJrbHocrrr - raxAufi uurep$eficsrrfi clor PCI lonxen
uMerb He MeHee 8 mrnufi PCI Gen4 r4nr{ rporycxHyro cuoco6nocrr 16l6lznlc.

flpe4laraerrrrfi uaccraB xpaHeHr.rfl AoJrxeH rro,{Aepxr{Barb pacupeAeJreHHoe rno6alruoe
(ropsqee ) pe3epBr.rpoBaHlre An, [peAJraf aeMbrx Ar.rcKoBhrx narouurelefi .

llo6amnufi ropxunft pe3epB AoJrxeH 6urr nacrpoeH B coorBercrBr{r{ c orpaclenofi
npaxruxofi.

Ilpegraraeurrfi naaccr.rB xpaHeHlrf, AoJrxeH rro.qAepxr,rBarb Kaqecrno o6clyxuBanilfl. (QoS)

4n-a nu6opoquoro ynpaBJreHr.rs IOPS r.r MB/c Anf, AaHHoro LLIN.
flpe4naraeuuft iuaccuB xpaHeHr,rs A,lrrHbx AonxeH aBToMarlrrecKu Bbrrroluarr QoS,

qro6rr o4na pa6ouiul Harpy3Ka He rrepeBerrrlrBirJra npor.r3BoAr4TeJrbHocrb MaccrrBa.

flpe4raraeuoe xpaHlrnuure AonxHo [oAAepxr.rBarr Kpprrr,rqecKu BzDKHbre Qyuxqun
s1p(ferrnnnocru xpaHeHrIfl BcrpoeHHyro AeAyrrnr,rKarlulo, cxarr.re, ToHKoe Bbr,qeJreHr.re

pecypcoB Ha ypoBHe KoHTpoJrJrepa.

Ilpe4laraeuoe xpaHI{JII,Iue AoJrxHo nogepxr,rBarb KaK ue4y6nupoBaHHbre, TaK u
Ay6nuponanHbre roMa oAHoBpeMeHHo B [peAenax MaccHBa.

IlpegraraeMoe xpaHI,IJII,rqe Aonxuo oAHoBpeMeHHo [oAAepxr,rBarb KaK Hecxarbre, TaK r,r

CXATbIE TOMA B MACCI,IBE.

llpe.unaraeMoe xpaHr.rJrr{ue AoJrxHo }rMerb Bo3MoxHocrb KareropupoBarb .qoMeHbr AJrfl
upnnoxennfi, rloAAepxcl,IBaroruux pinnnqHbre pa6ouue Harpy3Kr,r, 

^rrs. 
sS(fexrnnnofi

AeAyrIJIIrKaIIuuw c>Kurrr. Haupul,tep, AoJrxHa 6Hrr nosNroxHocrb LrMerb pa6ovyro uarpysry 6asrr
AaHHbIx B oAHoM AoMeHe I{nlr rpymre 3arrluTbr u pa6ouyro Harpy3Ky Br,rpryanr{3r,tpoBaHHoro
rprJloxeHl{ff B ApyroM AoMeHe r,rJrr,r rpy[re 3arqr,rrbr grx e(bQerrunuofi AeAy[nr{Kar\r4r4t4 cxarr{fl.

Ilpe4naraeIurrft uaccI,IB xpaHeHr.r, AonxeH noAAepxr,rBarr 6olee 1000 orsnrroroB Ha

LUN/rorr,r. flpousno4Iarem AoJrxeH r.rcnoJrrcoBarb o(f([exuEeuue rexHoJroruu
npor,r3BoAr,rTeJrbHocTr,r, TaKr{e KaK [epeHanpaBJreHr,re npr,r 3a[ucu r.rJrr.r nrrue.

flpe4naraeurrfi uacclrB xpaHeHr,rs AorxeH 6urr recno HHTerpupoBaH c VMware u
cepru$uqnpoBaH ars WOL:

,{onxeu 6rrrr cepruSuquponan AJrr pe[nr,rr ar\krw Ha ocuose vVol
.{onxeu [oAAepxr,rBarb KaK cxarr.re, TaK r,r AeAyflJrr,rKarl]rrc.

.{onxeu 6nrr xsaru$nquponan,q.ua pa6orrr xax c Fibre Channel, raK u c ISCSI.

.{olxeu [oAAepxLIBarb 3a[JlaHuponauurrfi MoMeHTzlnbnufi csul,roK I,I KarrecrBo
o6cryxnnannx.
,{orxen rroAAepxr{Bam uru(fpoBaHue.

19



IlporasnoArareJrb Aonx(eH exeKBaprEurbHo npoBoAr,rrb BcecropoHHroro oqeHxy Ha ocHoBe
o6raquux rexHoJrorufi, no xpafiuefi uepe, Anq cpeAbr VMware, u yrrr.rrhrBarr ueo6xoguMrre AJu
sTOrO ycnyru.

Oqenra AoJIxHa npeAocraB[TL no.{po6nrrfi aHaJrrr3 xocroB VMware - ucnoJrb3oBagr,re
qn kr rlzlMgru, aH,InLrs xpaHI,InI{IrIa u coorBercrByroulue BErBoAbr o xonQnurrax, BM-
rlpecryrrHlrKax H xeprBax B cpeAe, rroArJrroqeHnofi r npeAnaraeMoMy xpaHunuuly.flpe4laraeuax
orIeHKa raKxe AoJrxHa [poBe crr,r uonnrrfi aHaJrr,r3 Jrr.rUeH3HpoBaHr,rr.

flpe.4laraeuuft uaccl{B xpaHeHr,rs AorxeH 6urr ranrerp}rpoBaH c Red-hat OpenShift,
bernetes ra 4pyroft orpacnenoft ronreftuepnofi unarsoprr,rofi Ha 6ase K8 vepes na6op ApaftBepoB
CSI. flpou3BoAurenb AonxeH noArepxuBarb KaK MrrHr.rM)M cJreAyroqlre $ynrqua rocpeAcrBoM
r.rHrerpauun CSI/CSP:

,{orxeu rroAAepxr4Barb KaK crarr,rqecKyro, TaK LI ArlHaMlrrrecKyro [oAroroBKy
,{orxua 6rrru nosNroxHocrb pacuprpf,Tb r.r r,r3MeHrrb pa3Mep rrocrorHHbrx roMoB,
rrpeAocTaBJreHHbrx rrpr{JroxeHl,r.flM c coxpaHeHlreM cocTofl HI,I,.

,{onxua 6Hrr noslroxHocrb co3AaBarb lt y1utflTb cHr,rMKr,r.

.{olxen no.{Aepxl{Barr 6ro.rurrft rou CSI Raw, a raKxe KJroH[poBauue roua CSI.
flolgepxxa ralc Fibre Channel, raK r.r ISCSI.

Ilpe4laraenaoe xpanlanuqe AonxHo rroAAepxlBarb KaK cr,rHxpoHHyro, TaK u
acLIHxpoHHyIo pelnI,IKaIIuIo Ha ocHoBe xpaHr.rJrr{qa MexAy rIsHTprIMr,r o6pa6orxu AaHHbx An{
etf $errunnofi sarqumr AaHHbrx.

IlpeAlaraerraufi uaccI,IB xpaHenr,rs AoJrxeH r,rMerb orAenbHyro rroJrr,rrr.rKy pe3epBHoro
KorI[poBaHLIs MoMeHTiuIbHbx cHLIMKoB MexAy pa6ouefi utoqagrofi u rrJrorrlaAKoft anapuEnoro
BOCCTAHOBNEHIdfl..

Ilpe4laraervmrfi uaccLIB xpaHeHr.r{ AoJrxeH rrMerb Bo3MoxHocrb perrJrr.rKarlur,r roJrbro
Ao6anoqnrx ugurenenuft MexAy AByMfl rnoulaAKaMu (ocronuoft r,r eropnvnofi).

flpe4laraeurrfi uaccLIB xpaHeHr.rfl AoJrxeH noAAepxr,rBarb HecKoJrbKo MoMeHTaJrbHbrx
oHI,IMKoB, KJIoHoB I,IJII{ ceaHcoB perrJrr,rKarluu 6ez raxoro-.uu6o BJrr.rrur{fl Ha rrpor,r3BoAr.rreJrbHocrb.

flpe4naraeurrfi naaccuB xpaHeHur .qonxeH r{Merb Bo3MoxHocrb pelnr,rKarl[r.r AaHHbx r,r3

Flash n Hybrid Flash ulu uao6opor B npe,uenax AaHHoro ceN{eficrga Maccr.rBoB.
flpe4naraeMoe xpauunllqe AonxHo rogepxlrBarb acr.rHxpouHyro pelnr{Karluro FAN out

I'I3 nepBLItIHoto MaccvBa KaK MI,THI,IMW B ABa BTopI4rrHbIx MaccllBa Alls, AaHHoro roMa. Ou Aolxeu
o6ecne'rusarr ru6rocrb Anf, olpeAeJreHils orAeJrbHoro pacnucaHkrs. Anr KaxAoro orHoIIIeHH,
peunr{Karluu.

flponsno4IETeJlb AonxeH rlpeAocraBuTb Jrr4rleH3r.rrc Ha Bce Kp[Tr.rqecxr.r BaxHbre (pyuxquu,
TaKI,Ie KaK MoMeHtalrnrrfi cHLIMoK, KnoHr,rpoBaHr.re, pe[Jrr{KaUr.r.fl, QOS, xonQurypaqvfl v
ynpaBneHl{e LUN Ir r.I.AJL MaKcl,IMalruofi rroAAepxr{BaeMofi eMKocrrr Maccr{Ba. r{ff 6ygyqero
yBeruqeHllfl eMKocrI{ ue tpe6yercfl Ao[oJrHr{TeJrbHbrx maqeusufi Ha rrporpaMunoe o6ecneqeHr,re.
Jlro6a"s Ao[oJIHLITeJIbHafl JIlIIIeH3Hfl, Heo6xoAnuafl AItfl coorBercrBux cnequQr.rKarluu RFP, raxxe
.{oJrxHa 6urr upe,qloxeua 3apaHee.

4.6.3. O6utue rpe6ouanur rc SynrcqrroHaJry MexcereBbrx oKpaHoB

IlpegnaraeMoe cereBoe o6opy4onaHr.re AoJrxHo coorBercrBoBarb cJreAyroulr{M
rpe6osanuarra:

JluqeuaupoBarlue cvcreMhl AonxHo ocyrqecrBJrsrbcs, Ans HeorpaHuqeHHoro
KoJrr,rqecrBa [oJrb3oBarelefi .

ClEcreuaAonxHaperynrpHo rloJrfrarr o6uonreHu, cprrHaryp MoAylefi 6egonacuocru
r{ [epeqeHb aKTyirnbHbrx yfpo3 c cepBepa upor,r3BoAr.rTeJrs.

Cucteua AoJIxHa [oAAepxr.rBam o6re4raueHue B Krracrep He Meuee 4 ycrpoficrn c
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BO3MOXHO CTbrO CO3AaHr,r.f, Tr,rrrOB KJTaCTepOB :

. c xorroAHbrM pe3epBoM (active/passive);
o c ropsqr.rM pe3epBou (active/active);
o KJracrep6anaucnpoBKu;

Cuctenra AonxHa I{MerL (pynrquouanbHocrL MexcereBoro gKpaHr.rpoBaur,r{, To ecrb
o6ecne.rfisarb Bo3MoxHocrb co3AaH]r{ upaBr,rJr ([nnrrpaqr,ur cereBoro rpa([ura ua
ocHoBe IP anpecon, roproB u npuuoxenuft.
Cucreua AonxHa lrMerr $yurqraonanbHo crb 6alaucrapoBKr.r Harpy3Kr{.
Cucterraa AoJIxHa r,rMer6 (lynxquonanruocrr yrrpaBneHrlf, uorocofi [porycKaHus
rpa(puxa (traffic shaping).
Crcreiua AoJrxHa o6ecuequnaru r{HcrreKur{rc SSL rpar[r,rKa c Bo3MoxHocrf,Mu
aHaJrr{3a r,r flepeAarru flpor,rHcrreKrrdpoBaHnoro rpa([lrKa Bo Buerrru[e cucreMbr [o
rrporoKorry ICAP (Internet Content Adaptation Protocol).
Cucreua AonxHa o6ecne.rusarb aHaJrr,r3 SSH rpaQura (ssh inspection).
ClEcrerraa AoJrxHa o6ecuequsarb ArrHaMr.rqecKyro Mapurpyrr,r3arlurc IPv4, IPv6.
Cucrerua AoJrxHa r{Merb Bo3Moxuocrr pa6orrr [o uporoKony WCCP (rar r pexr.rMe
cepBepa, TaK Ir B pexr,rMe xnuenta).
Cucteua AoJrxHa o6ecuequnarb orrruMrr3arllrrc WAN coeAr,rneuuft .

Cucreua AoJrxHa r,rMerb $yuxqrEoua;r 3arrlr,rrbr or yreqeK.qauuux DLP.
CrEcreua AoJrxHa o6ecue.runarb aHTr.rBr,rpycHyro 3arrlr{Ty c annaparHblM ycKopeHr,reM;

cucrerraa AoJrxHa o6ecue.r[naTb 3arqr.rry or crraMa (aurncuarr,r).

Cucteua AoJrxHa r{Merb SynrquonarrHocrl npeAorBparqeHru BTopxeH[r, IPS c
annapaTH6rM ycKopeHr4eM.

Cucreua AoJrxHa o6ecnequsars WEB Qunrrpaunro rpa(puxa c Bo3MoxHocrbro
orpaHuqeHus Aocryna K olpeAeneuubrM KareroplrrM caftros.
flpuny4ureJrbHoe BKJrroqeHr.re pexr,rMa 6egonacHoro flo]rcKa B rroflyJrrpHbrx
TIO}ICKOB TX CIICTEMAX.

Cucreua AoJIxHa r,rMerb Qynrqraona;rbHocrb KoHTpon, upuloxeuufi .

Cucreua AoJrxHa r,rMerb (pynrquona-rrbHocrb WEB proxy.
Cucrerrra AoJrxHa o6ecuequsarL HaJrr.rqrre He MeHee 10 rr.rpryanLHbrx ,qoMeHoB
(nonuoSynKur{oHaJrbHbrx Br.rpryanrHrrx MC3 BHyrp}r oAHoro ycrpoficrna),
AOCTyrrHbrx [o )rMonqaEurc.
CzcrervraAonxHa [Merb Bo3MoxHocrb npoBepKilHa*aJryrqr{e BupycoB BHyrpr.r HTTP,
SMTP, POP3, IMAP, FTP n IM rpa(fr.rra.
Crncreua AonxHa r.rMerb Bo3MoxHocrb aBToMaruqecKrr no paclucaHlrro [onfrarb
o6noueuu s. aHTuBVpycHHx 6as.

Cucrerraa AoJIxHa LrMerb Bo3MoxHocrb rroMerrlaru rEnSuqupoBaHHbre coo6ueHHs n

KapaHTHH.

Crcteua AoJIxHa r,rMerb Bo3MoxHocrr 6rornpoBKr.r [epeAaqr,r Qafinon B 3aB[rcr{Mocrr{
oT pa3Mepa.

Cucterua AoJrxHa r.rMerb Bo3MoxHocm 6rorupoBK[ flepeAaqu $afinon B 3aBr,rcr,rMocrr.r

oT Tr{[4.
Cucreua AoJrxHa uogepxr.rBarb coeAr{HeHrafl MHoxecrBa WAN cerefi.
Cucreua AoJrxHa ro.q.qepxr{Barb rporoKon PPPoE rL2TP.
Cucreua AonxHa rroAAepxr{Barb DHCP nporoKoJr B roulpurypaquu
"Krueur/Cepnepo'.
Cucreua AoJrxHa [oAAepxr,rBarb Mapupyrr{3arlurc Ha ocHoBe noJrr.rrr{K.

Cucreua AonxHa noAAepxr,rBarr AlrHaMr,rtrecKyro Maprlpyrr,r3arlr{ro Ha ocHoBe
rporoKoJros RIP vl uv2, OSPR BGP.
Cucreua AoJrxHa rrogepxHBarb r.rcrroJrb3oBaur.re sou 6esonacHocrlr.
Cucrerraa AoJrxHa rrogepxr,rBarb Maprxpyrr.r3arlruo MexAy 3oHaMr,r.

Cucreua AonxHa [o,uAepxuBarb Mapupyrr,r3arlurc MexAy Br.rpryanbHbur,r cerflMlr.
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Cucreua AoJrxHa rroAAepxr{Barb aAM}rH[crpr,rpoBaH[re Ha o cHoBe ponefi .

Cucreua AoJIxHa [oAAepxr{Bar6 HecKoJrbKo ypoBHefi aAMuHT{crptrropoB tr
nomsosarenefi.
Cucteua AonxHa no.(Aepxl,IBarr o6Hosreur,re BcrpoeHuono fIO uepea uporoKoJr
TFTP r.r web-unrep$efic.
Cucreua AoJrxHa noA,(epxnBarb Bo3Moxuocrb Bo3Bpara K [peAbrAyrrleMy
cocrosHr,rro (nepcuu) BcrpoeHHoro fIO.
cucrerraa .uonxHa no.Iuepxl,rBaTL ayTeHTusraxaqrarc [oJrL3oBareleft nocpeAcrBoM
BHyrpeHuefi 6asu AaHHbrx.
Cucreua AonxHa roAAepxlrBarr Kerbero s ayreHTr.r$uraquro uomgosarerefi .

Cucreua AonxHa [ogepx]IBarb ayreHTn(lnxaqurc rroJrb3oBarenefi uocpe4crBoM
Windows Active Directory; rpu sroM ayreuru(fuKarlm norsgogarerefi
olepalll{oHHblx cHcrerr,r Windows 7 r.r Bbrrlre, BKJrroqeHHbrx B AoMeH, AoJIxHa
BblrtorH.f,Tbcr aBToMaruqecKr.r 6es AonorHr.rreJrbHbrx uporleAyp 3anpoca uaporeft.
Cucteua AoJIxHa rlogepxlrBarb ayreHTuQuxaquro floJrb3oBarelefi nocpeAcrBoM
sHerrrHefi 6asrr gannrur RADIUS/LDAP.
Cucreua AoJIxHa rlo.{AepxllBarb ayreHTu([uxaquro rroJrb3oBarenefi uepee rpr.rBr3Ky
uo IPAvIAC-aApecy.
CucteuaAoJlxHa rloAAepxl{Barb ayreHTuQuxaqrEro Ha ocHoBe fpyrr uomsosarerefi.
Cr.rcreua Aonxua rroA,qepxrBarr (fyuxqun NAT, PAI, <npospauurrfi> (uocr).
Cucreua4onxHa rroAAepxr4Barr Qynxquu NAI Ha ocHoBe [oJrr.rrr,rK.
Cucreua,qonxHa rroAAepxrrBarr Syuxqr.rn VLAN Tagging (8 02. 1 Q).
Cucreua AonxHa rrogepxr.rBarr Synrqnu SIP/H.323 NAT Traversal.
Cncrerraa AonxHa noA.4epxlrBarb Hacrpofi xy npoQulefi 6egouacHo crlr ;
Cplcreua AoJIxHa I,IMerb Bo3MoxHocrb 6noxuponxu rro URL/Mro.reBoMy
cnony'Qpare.
cr,rcrerrla AonxHa rroAAepxr,rBarr <Eelrre) c[]rcK]r URL.
Cucreua AoJIxHa rlMerb Bo3MoxHocrb 6.uoruponxu arrJreroB Java, Cookies,
eJreMenroB yrrpaBJreHr{s ActiveX.
Cucreua.(oJIxHa yMerb rrpeAorBparrlarb He MeHee 4000 runoB cereBbrx arax.
Cucteua Aonxua I,IMerb Bo3Moxuocm nacrpofiKlr crr]rcKa cr,rHaryp arax.
Cncrenaa AoJIxHa rloA.(epxuBarb aBToMaruqecKoe o6nonnenne 6asH araK u cr,rrHaryp

Cucteua AonxHa peryntpHo nonf{arb c cepBepa [por,r3BoAr{Ten, (qepHuft>> cnucox
IP agpecon craMepoB r.r orKpbrrbx peneeB.

Cucreua AoJrxHa [oAAepxr{Barb [poBepKy 3aroJroBron MIME.
Cucteua AoJIxHa rloAAepxl{Batr $unrrpaul,tro oireKTpoHuofi noutrr, rto KrroqeBbru
cJroBurM, u Spasau.
Cucreua AoJIxHa Irogepxr.rBarr $unrrpar1nro rto (crepubrM/6elrru> cnucrau IP-
a,4pecoB.

Cncreua AonxHa LIMerb Bo3MoxHocrL orcbrJrK[ JroroB Ha yAaneHHufi syslog cepBep.
Cuctervra AonxHa [o,qAepxlrBarb cepBr.rc r.r3BflerreHr{fl r.rcfloJrH.seuofi cocrasnffrorqeft
us Qaftnon Qoprraaron Microsoft Offrce u PDF, coxpaHfl, ucxo4uufi Soprr,rar Qafina.
Cucrelraa AoJIxHa I{Merb rpaQuvecrue cpeAcrBa Ans MoHrropr{Hra cereBoro rpaoura,
cocrorulu cr{creMbr n o6napyxeHHbrx yrpo3ax.
Cucrcua AonxHa I{Merb Bo3MoxHocrb orrrpaBKr,I yBeAoMleuuft rro gJleKTponnofi
IIoqTe o Br{pyctx }r ceTeBblx aTarcx.
Cucreua AonxHa rrogepxrBarb rrporoKol VRRP.
Cucreua AonxHa rroAAepxuBarb HHrerparlraro c IBM QRadar SIEM.
Cucrerua AonxHa I,IMerb Bo3MoxHocrb ycraHoBneHlu rapauTr.rporanuoft,
MaKCI,IM{IJIbHOfi r.uu [puopr.rTeTuofi nponycrlrofi cuoco6nocu.r.
Cl,tcrelvla AoJIxHa rIoAAepxLIBaTb o6Hapyxeulle u KoHTpoirb r.rcnoJrb3oBanr,ra cnyx6
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MrHOBeHHbrx COO6UIeHnfi .

Cncteua AonxHa rrogepxlrBarb Bo3Moxnocr6 JIoKaJIbHoro xpaHeHIiL Web

KOHTeHTa AJrfl Oflrr.rMr.r3arlu[ UOJTOCbI [pOlyCKaHI,Ifl LI CKOpOOTI,I AOCTyla K web
pecypcaM.

Cucreua AoJrxHa rro,uAepxr.rBarL yrpaBneuue qepe3 Web unrep<[efic.

Cucreua AoJrxHa r,rMerb Bo3MoxHocrb I,IHTerpaqlI[ c c]IcreMaMLI

rleHTpiur[r3oBaHHoro ynpaBJreHufl r{ IIo crpo eHr{fl ortleroB.
Cucreua .qoJrxHa rrorrepxr,rBarb flporoKonrr NetFlow, sFlow.
Cucreua AoJrxHa o6ecue.rfinarb pexrlM o6paruoro [poKcr.r-cepnepa (reverse proxy).
Cucreua AoJrxHa o6ecne.r[narb pexflM npo3paqHoro flpoKcll-cepBepa (transparent
proxy).
Cucreua AonxHa o6ecnequeart Bo3MoxHocrb yrrpaBJIeHI,Is IIoIII,ITrIKEIMII

6esouacHocrr,r B KoHcoJIbHoM pexl{Me I,I3 KoMaHAHoft crpoxu.
Cucrerrla AonxHa rroAAepxr.rBilrb r,rHTerparlurc c BHeIITHI,IMI{ cncreMaM[ AIrs.

rorfreHus ran(fopuaqr,Iu reneMerpl,Ill, sxrlo.raroueft un([opuaquro o

[oJrb3oBaTeJrrx, r{cnoJGsyerraofi MoAenu uBepckru oueparlproHnofi crac'reusr, IP agpec,

MAC aApec, uuSoprr,raquro o6 o6uapyNenHblx ys3BuMocrrx.
Cucrerua AonxHa rrogepxr,rBarb HHTerpauurc c BHeIITHTIMT{ cucreMaMu Nts oIIeHKLI

coorBercrBux pa6ouux cranqufi Koploparr4nHofi uorrlrrare 6esouacHocrll. B cnyuae

HecoorBercrBufl [oJrr.rrraKe 6egonacnocrn uponeprentslfi xocr AoJIxeH 6rttr
noMerrleH B KapaHTr.rH c orpaHuqeHl4eM cereBoro Aocryrla.
Cucreua AonxHa o6ecue.rprnarr Bo3MoxHocrb y[paBneHl,Ifl 6ecnponogHblMl,I

TOtIKaMrr AOCTyna.
Cuc'reua AonxHa o6ecneqrasarb BosMoxHocrb yrlpaBneHus KoMMyraropaMll.

IIIffosH 6esouacHocrr{ Aoirxubr r{Merb rroAur,rcKrl Ha cepB}Icbl B TeqeHue 3 ret:
Kourpom upuroxeuuft
IPS
AV
Botnet IP/Domain
Mobile Security
Web Filtering
Antispam
Sandbox Cloud

4.6.4. O6Iqre rpe6onanna x QynrqrlonaJly KoMMyraropoB
Korvrvryrarop AoJIxeH o6ecnequsaru rrcKJrroqr{TeJrbHylo 6esonacnocrr,

npor,r3BoAlrreJrbHocTb lI ylpaBJlfeMocTb.
Peurenue AoJrxHo 6rrrr na4exHblM, npocrbrM r,r uacruta6upyeMblM.
flpe4ocraurreMoe o6opy4onaur4e AonxHo r.rMerb Bo3MoxHocrr recnofi HHTerpaqlII,I B

rurar(fopue, rlo o6ecne.rr4saercs. KoMnJreKcHiur, rlHTerprlpoBaHHaff u aBToMarI,I3IdpoBaHHUI

3arrlr,rra no rcefi floBepxHocru qu(pponbrx araK, 3tullIEqarl KpurLIqecKI,I BzDKHbIe ycrpoficrna,

AaHHbre, [plrJroxeHr,rf, ]r rroAKJrroqeHr.rfl oT IIeHTpa o6pa6otru AaHHbrx Ao o6laxa H AoMaIIrHero

o(puca.

Ilpegnaraeurrft ronauyrarop AonxeH r.rMerb Bo3MoxHocrb yrIpaBJIeHrIs HerlocpeAcrBeHHo

r{3 3HaxoMoro c[eq]raJlbHo BbIAeneHHoro uurep$efica.
Konauyrarop AorxeH r,rMerb Bo3MoxHocrs nacrpofiKu r.r3 rouanAnoft crpoKl{.
Kouruyrarop AonxeH 6rrm ocuauleH KaK Mr.rHr,rMyM oAHTIM noproM USB Type-A c

Bo3MoxHocrbro rIoAKJrroqeHlL cbeMHbrx ttepeHocHblx HocI,ITeJIefi narrasru An.,I KorI[poBaHLIs

clna Hr.rx lpaftnon roH(purypauuu 14 nporpaMMHoro o6ecue.IeHlls \t Bo3MoxHocrblo

floAKlrcrreuu.fi gJreKTpoHHbIx USB-xnro.Iefi .
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Koulrayratop ,(oJIXeH 6rrrr ocHanleH KaK Mr,rHr.rMyr{ 48 nopraulr rulIa BASE-T amnepeAaq[ H [prreMa uuQoprraaqzrE.
Korr'trrtytatop AoJIxeH flo.qAepxl'IBarb rexrroJror]rro arperarlr,rfi KaHaJroB c HecKoJrEKr{MI,rtuaccn (MCLAG).
flpelnaraeuoe o6opy4oBaur.re .uoJrxHo

ypoBHfl rtepe.{aqr AaHHErx (Vponenr 2):
Jumbo KaApBr
Anroco-rrmc_oBaHrae cKopocTr.r uopra r{ A)mJreKca
MDUMDIX AmoxpocCorep
IEEE 802. lD MAC_uoct/STp
flpororon 6ucrporo cB.f,3yroqero AepeBa IEEE g02.lw (RSTP)
flpororon M'oxecrBe,Horo cBr3yroqero AepeBa IEEE g02.rs (MSTP)
Kopnenaa sauura STp
larquro STp BPDU
florpanu.ruufi uopr/nopr Fast
Mapr<nponxa VLAN IEEE g02.le
9acrua.s Br{pryrrJrbrEur JroKiurBHajr cerb
Arperaqnr KaHarroB IEEE g02.3adc LACp
Ba'naHc orHoaApecnoro/naHoroaApecHoro rpa(prxa trepe3 TpaHKr4gro*r[ uopr(dst-ip, dst-mac, src-dst_ip, src-dsi_ma., r..'_1p] .rc_mac)
Arperaqrar KaHarroB IEEE g02.lAX
Orseuulrplr cBrsyrouero .4epeBa (MSTP/CST)
Ynpaanenue rroroKoM IEEE g02.3x r nporrBoAaBJreHrre

flpeAnaraeruoe o6opy4oBaHr,re AoJrxHo roMepxr{Barr cJreAyrorque Qyurq}r[ cereBoroypoBHr repe,{awr AaHHBrx (yponeur 3):

Cramqe cras Maprrpyrr{ 3ar\ufl . (annaparnal)
flporoxonrr Al'IEilMl{qecrofi uapnrpyrr43arlHr{: oSpFv2, Rlpv2, vRRp, BGR ISISMnoroagpecHhre rrpororoJrhr: ptM_S Strrt
ECMP
O6napyxeHr4 e AByHarpasreuHofi
DHCP-perpaucnsrop
O6napyxeure rconQnr.mra Ip_a4pecoB 14 yBeAoMJreHr4e
DHCP-ceprep
OAnoa.qpecHaf, repeaAp eculufi o6paruoro ryrlr _ uRpF(Dulrrpaqu, Maprupyros Ipv6
lDunrrpaqnr Kapr MapupyroB Ha ocHoBe rrporo*ona Maprrrpyrlr3arllru

Kouuyrarop AoJrxeH noAAepxl-IBarb cJreAyrorur,re $ynrqzu 6esouacnocrr.r Ir BlrAlrMocr,:

BesouacnocrL Ir Br.rAr{Mocrb
3epranrapoBanr{e [oproB
Ayrenr,rsrrKarl,,r aAMr.rHr.rcrparopa qepe3 RFC 2 g65 RADIUS
AyrenruQraKarllu IEEE 902.1X Ha ocuoBe ropra
Ayrenrz$uKaur4r IEEE g02.lX Ha ocHoBe MAC
O6xoa MAC-4ocryua IEEE g02.tx (MAB)
Hasua.reHre Ar.rHaMuqecxofi VLAN IEEE gbZ.tX
R1{ius CoA (Cuena opraHa uacru)
ACL-cnr.rcor

rroAnepxr4Barb cJreAyrorqr,re Qyurqur{ KaHIUIBHOTO

nepecbrnKrr (BFD)
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Ilpegnaraeurrfi rourrlyrarop AoJrxeH rroAAepxr{Barr cJleAylou[e QyHruI,u,I KatlecrBa

o6cryxunanux:

Opranusaqfi, oqepeAu rrpuopr,rreroB Ha ocHoBe IEEE 802.lp
Opranusaqu, oqepeAr.r rpropr,rreroB Ha ocHoBe IP TOS/DSCP
IEEE 1588 PTP (upospaunue uacu)
-flsHoe yBeAoMJreHrre o [eperpy3Ke
Maprupor(a nplropilTera Bbrxo.[a

Konrponr npoIIeHTHofi ctasru

flpegnaraenaufi rouuyrarop AoJrxeH rroA,qepxr,rBarb cJreAyloure QyHrIIuta yIIpaBJIeHI.Is:

Yupaueuue IPv4 u IPv6
Tenner/SSH
HTTP / HTTPS
SNMP vllv2clv3
SNTP
Cran,qaprnnft CLI u ne6-ustepQefic GUI
3arpysra/nblrpy3Ka rporpaMMHoro o6ecneqeHllff : TFTP/FTP/GUI
Ynpanuercs Hs FortiGate
llo44epxxa HTTP RESTAPI ans
Kon Q raryp ar\ufl . u MoH LIToplIHr

4.6,5, Tpe6onarurfl K TexHrrrrecK[M xapalcTep[crrlKaM cepBep a

Korraqecrno 1 rur.
::qq,,.Y..:: iriii:rlilfi r ir t,s

@oprvr tbamop He 6oree 5U
Korur.recrso rroAAepxrrBaeMbrx IIny .IIo 8
Koru.recrso ycraHoBJreHHbrx UIIy He ueuee 4

Ilapavrerpu UIIY

He nenee 3,9 ffq;
He uenee 8 saep;
He naesee 16 uotoron;
He lrenee 35 rra6 Ksru uaumu;

Korn.recrno noAAepxI,IBaeMbIx cnoron O3Y He rr,renee 48
Konprqecrno 3arroJrHenHbrx cJroros O3Y He ueuee 24

flapa"uerpu ycraHoBJreunoft O3Y
He uenee DDR4 3200 Mfq;
He uenee 2TB;

Kourpomrep xecrKl{x ALIoKoB

He ueuee 8 nopron ruua SAS l2G
He ueuee 2 f6 Ksm raMflrLI
flo.q,qepxra yposHefi RAID He MeHee 0, 1, 5 n 10.

Tun Aprcxon He ueHee 6G SATA SSD Mixed Use

,{ucrra He uenee 2 x 480 fB

Ceresrre aAarrrepbr
He rr,renee 4 nopron 16 f6ur FC
He ueuee 16 uopron 1 f6ut BASE-T

TDancuneprr He uenee 4 x 16 f6ur SFP+

OxraxAeurae He naeHee 8 neurursropon
BroK nl,traHu.fi He uenee 4 x 1600 Br
Ceprutburaqus BfI He uenee Platinum
fop.s.ras saMeua BII O6sgareruuo
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f opsqag 3aMeHa BeHTr,rnf,ropoB O6ssareurHo
Kouuexr o6napyxenufl npoHI,IKHoBeHlIfl B

KOpIIYC
O6gsaremHo

Jluqeeafl 3arrIVTHaJr rraneJrb O6ssarertrHo
Kounrexr rpenexefi O6ssareuruo

KoJr[.recrso I urr.

@oprrr $axtop He 6onee 4U

Tl,ru Maccusa All Flash - NVMe

,{ocryunoctn He uenee 99,9999Yo

Konrportrrep
He rraesee 2

He ueHee 128f6 Keru uaNrsru na xaxArrfi
KOHTPOJIJIEP

flo.u.uepxuBaeMbre RAID ypoBHrr RAID Triple+ Parity

I,Iureprpeficu
He uenee 4 nopron 32f6ur FC na KoHrponnep
He neuee 8 uopros 1 f6ur BASE-T

Tpancnnepu He rrrenee 4 x32 f6ut FC SFP+

Trau A[cros He ueuee NVMe SSD

.{ncru He nenee 24 x3,84T6
Brox uuranu.f, He rraesee 4 x 800 Bt
Cemudurauns BfI He uenee 80 PLUS Platinum
fopg.ra, saMeHa EfI O6.f,gareruHo
flo.u,qepxra [oJroK pacuupeHr{, O6.flsareruHo
Korra.rectso [oAAepx[BaeMblx flonoK
pacIIItlpeHrl.f,

He ueuee 2

O6rerra [o,4Aepxr.rBaeMbrx uarouurerefi
NVMe yqr,rrbrBarr Bce noJrrr.r pacrxupeHus He rr,renee 72

Ilo.u,qepxra KJracrepr.r3aquu MaccHBa O6ssaremuo
o6terra noAAepxr,rBaeMbrx naxonrarenefi
NVMe yqurbrBtur KJracrepu3arruro

He iraeuee 280

Kounrexr rpeuexeft O6ssareruuo

4.6.5. Tpe6oBa HrR K TexHrqecKhM xa pa KTephcrh KaM crcreM br xpa HeHrR Aa HHbrx

4,6.7. Tpe6orarurfl K TexHrrrrecKr.rM xapar$eprrcrrrKaM arr[aparHblx MexcereBblx sKpaHoB

Hauneuonauue f'*-xuusecnue'ia$'dffi4ucrr,txr,;.' l:,,,,,;,,:

KoJruqecrso 2ru'r.
Texunqecrcue rpe6onaHrrs
(Doprra tfaxrop He 6onee lU.
flpouycxnar cuoco6nocrb c KoHrponeM
cocrosHun coeAr.rHeHr,rfi (1518 I 512 164 byte
UDP naxeros)

He ueuee l0 / 10 I 6f6utlc.

3agepxxa npn o6pa6orKe raKeroB He 6oree 5 Mrp cer.

llpouycr<uaa cnoco6Hocrr, rro KoiruqecrBy
IIAKETOB

He uesee 9 000 000 uareron/cer.
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flpousnogureJrbHocrb IPsec VPN He uenee 6.5l6urlc.

Koruqecrno VPN-ryuereii (ro.rxa-rouxa) He rtresee 200

Konuqecrso VPN-rynenefi (xnuenr-roura) He rvrenee 500

flpousno4uremuocru IPS He uenee l.4f6ur/c

Ipousno4areJrbHocrb S SL VPN He uesee 900 nareros/cer.

Application Control Throughput (HTTP 64K) He MeHee 1.8 l6ur/c.

Threat Protection Throughput Enterprise Mix He MeHee 700M6nr/c.

Korr,rqecrso SSL VPN nonrsonatereft He uenee 200.

Koma.recrno HoBbIx ceccufi B ceKyHAy He rvrenee 35 000.

Koruqecrso oAHoBpeMeHHbx ceccuft He ueuee 700 000.

flponsnogureJrbHocrb B pexl{Me LIHcIeKIILIH
SSl--madura

He ueHee 630 M6nr/c.

Kofir.recrno TToJII,ITI,IK 6esouacHocru He Ivrenee l0 000.

Bcrpoeuusre uureptpefi cu

He neuee 2 uopron GE zu45 WAN;
He ueHee 1 nopra GE RJ45 DMZ;
He uesee 7 uopron GE RJ45 Internal;
He ueuee 1 nopra RJ45 Console;
He uenee 1 nopra USB Port.

Koff{.Iecrso Br{pryaJrbHbrx KoHTeKcroB

6egouacnocru
He naenee 10.

Brox ur,rranus 100-240V AC, 50-60 Hz.

4.6.8. Tpe6onarurfl K TexHlrrrecK[M xapaKTep[crlrKaM KoMMyraropoB

Koruqecreolrul noproB

- He MeHee 48 uopron 10/100/1000 RI45;

- He MeHee 4 croros SFP+;

- He MeHee 1 roucomnoro uopra RI45;
- He MeHee 1 uopra USB 2.0;

He MeHee l76l6ur/cflponycxnar cnoco6nocrr

flpousro4rareJrbHocrb KoMMyraropa [pu
IPv4/IPv6 raKeroB

He ueuee 260 Mpps

He MeHee 512 MBo6terr,r o[eparr,rBHofi naMsrfl

He MeHee 64 MBO6rerrr rocro.f,HHofi uarras'ru (Flash)

He neHee 500 naaprupyron
Pa:rrrep ra6rurqu Mapilrpyru 3ar\vpt, Unicast
IPv4
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Pasrnrep ta6ruuu Mapllpyrl4 sa\vtu., Unicast He uenee 400lrapupyron

ACL He rraenee 768 sauucefi

Koruqecrro ilo,L(epxI,IBaeMLIx noAcerefr He uenee 4096

Koruqecrso gK3eMIIJIflpoB nporoKoJla He rvrenee 16

Brox nutanrnr ncrpoenurrfi AC t00-240v AC, 50-60 Hz

3uepronotpe6renue Br ne 6oree 57 Bt

Bec
ne 6oree 3.46 xr

.I[uauasos reMrleparypbl xpaueHl,Ifl -20-70c
,{uana:ou reMrleparyp n pa6o'reN,I pexul,Ie 0-45C
,{rEauason orHocl,ITeJlrnoil sflaxHocrll npl{
gKcttJryarallnu (6es o6pasonauux
rcou4eucara)

or 10 rc90o/o

Kouruyrarop AoJIxeH rloAAepxflBarbcfl
TexHlrqecKofi nog4epxrofi upoI,I3BoAI,ITeJIfl B

pexr,rMe

24x7 se MeHee 3 ler

4.6.9. Tpe6onarurr K AonoJrHrrreJrbHbrM Aerafl sM AJrfl cylqecrByrc Iuero o6opygonanua

HPE MSA IO5O Brox uurasug.595 Br (814665-001)
1 mt.

HPE MSA IO5O Konrpouep MSA 1050 SAN (880098-001) 1 rut.

HPE MSA 1O5O .{ucx 1.2T8 12G SAS 10K 2.5 HDD (EG001200JWJNK) 2lllr.

HPE MSA 2O5O Kourporrep MSA 2050 SAN (876127-002) 1 rur.

HPE MSA 2O5O ,{ucx 2.4T812G SAS 10K 2.5 HDD (EGO02400JWJNT) 2lgIJ.

HPE MSA 2O5O ,{ucx 800f8 12G SAS 2.5 SSD (XS800LE70084) 2ltr.
HPE MSA 2060 Bnox uurauus 580 h (P12954-001) 1 rur.

HPE MSA 2060 Kourponrep MSA 2060 FC (Pl2948-001) 1 tur.

HPE MSA 2060 ,{ucx 2.4T812G SAS 10K 2.5 HDD (ST2400MM0129) 2 ,r,tt.

HPE DL360 Gen10 Brox nurauus 580 Br Platinum (866729-001) 1 ur.
HPE DL360 GenlO ,{ncx 600f8 12G SAS 10K 2.5 DP HDD (EG000600JWJNP) 2 mr.

HPE DL360 Gen10 Ceresofi aAarrrep HPE SN1200E 16Gb 2pFC HBA 1 lut.

HPE DL380 Genl0 Erox uuranns 800 Br Platinum (866730-001) I urt.

HPE DL380 Genl0 ,{ucr 300f8 12G SAS 10K 2.5 DP HDD (EG000300JWEBF) 2 tttr.

HPE DL380 GenlO Cerenofi aAarlrep HPE SNl100Q 16Gb 2p FC HBA 1 rur.

HPE DL380 Genl0 Plus Erox uuranug 800 Br Platinum (P39385-001) 1 ur.
HPE DL380 Gen10 Plus ,{ucn 300f8 12G SAS 10K 2.5 DP HDD (EG000300JWEBF) 2llln.

HPE DL380 Genl0 Plus Cercnofi aAarlrep HPE SNl100Q 16Gb 2pFC HBA I rut.

IBM Storwize V7000 ,{ucr 600fE 12G SAS 15K2.5 HDD (00AR323) 2 lour.
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s. rropflIoK KoHTPoJrs u [PI4IiMKI4 CIICTEMbI
Konrpom u [p]reMKa Cracreurr AoJrxHbr [poBoAr,rrbcf, B coorBercrBr,r]r c rpe6oBarlugMr4

O'zDSt 1986:.2018 lrlnr[oprraaqrroHHuur rexHoJror]rfl. I,In(fopMallrroHHrre c]rcreMbr. Crmuu
co3AaHr,rfl.

Kourporro, ucrrbrraHr.rsM r,r [pr{eMKe Moryr [oABeprarbcfl KaK Cucreua B rIeJroM, TaK r,r ee

or.qeJrbHbre oqepeAr,r (uycronue KoMrrJreKcbr), uo4cr.rcreMbr Lr orAenbHbre 3ara'ru.

.{m CucreMlr ycraHaBJrrrBaror cneAyrouue ocHoBHbre Br,r.4br racnsrranufi :

. IrpeABaplrTeJrbHbre vcflblTalIltfl;

. 3KorrJryaTarlufl,.

6. TPEEOBAHI,Ifl K COCTABy I{ COAEPXAHI{IO PAEOT rIO
rroAfoToBKE CIICTEMbI K BBOAy B AEI;ICTBI{E.

K uoruenry oKoHqaHr.rs [epr{oAa onrrruoft sKcnJryaraquu o6cnyxflsarcqufi rrepcouaJl

cr.rcTeMbr AoJrxeH rroJrHocTbro oBJraAerb npaKTr.lqecKr,rMu HaBrTKzIMLI pa6orauu c flporpaMMHo-

TexHlIqecKuM KoMlJreIccorr,r MKE.
Arlr rroAroroBKr,r o6rex:ra K BBoAy Czcreurr 3axa-:unxy neo6xo.{uuo BIITIoJIHI,ITr

cneAyroulre pa6orrr:
. paspa6orarb lr pe€IJrr,r3oBarb, coBMecrHo c opranr{3allnefi - }IoTIoJIHLITeJIeM, IJIEITI

ueponpnrruft ilo rroAroroBKe o6rexra MoAepHLr3auI4I,I K BHeApeHuIo Cucreuu
(nogcr.rcreu);

o pa:pa6orarb, coBMecrHo c opraHr{3arluefi-paspa6orqr.rKoM, I{ yrBepALITb AononHeunfl. vt

r,r3MeHeHr.rs B AoJrx(HocTHbx HHcrpyKrlr.rrx, ollpeAeJr.fircuux pa6ory rlepcoHalla B

ycnoBilrx SynrqnouupoBaHr{, Cucteuu;
. rroAroroBprrb vt o([oprvrurr neo6xoAurrayro opraH]r3arlrroHHo-pac[opsA[TenbHylo

AOKYMEHTAqTIK);
o o6ecneqr{Tr perxeHlre opraHr{3arlr{oHHbrx BonpocoB rro KoHcyJIbraII]I]I u rIoBbIIIreHI{Io

rnarrE(prEraqulr corpyAHI{KoB, Koropble 6yayr pa6oram c Cucrcuofi;
. opraHlr3oBarb rrcfreHue rloJlb3oBarelrcrofi AoKyMeHTaIIlI4 Cncrerrau BceMu

BOBJreqeHHbrMr{ oTAeJraMVkL [OApa3AeJreHr,rrMr.r ylorHoMotleHHoro opfaHa;
. o6ecne.rr.rrb rr3freHue noJrb3oBareJrflMr4 gKclrJryaralluounofi AoKyMeHTaIIuu;
. floAroroBr,rrb HopMarr.rBHo-cnpaBotrHyro vt r{Hyro un([oplraaqulo vt 3aHecrI,I ee B

coorBercrByroque 6alrr 4annrrx;
. [poBecru KoHTponbHbre r,rcnbrra'g.us,Cucrrenaur (nogcucterra) coBMecrHo c I,Io[oJIHLITeJIeM

ua pa6oueu Mecre aAMuHucrparopa Cucrelrrr.

,,{nx uogroroBKr,r o6rerm K BBoAy Cucreurr opraHu3arlur-ucrloJlHllTenb o6.ssaua:

o paspa6orarr v peilJrr,r3oBarb coBMecrHo c opraHl,IgaIluefi-sara3quKoM, tultul
Mepouplrsrufi uo rroAroroBKe o6rerra K BHeApeHr..rrc Cucteuru (nogcucterra);

o paspa6orart v. o6ecneq[rb rroJrb3ouarerefi ueo6xoAurvtofi gKcuJryaralluonuoft

AoKyMeHTarlueit [ls, pa6orsl c npuKJraAHbrM [porpaMMHbrM o6ecue.reHueu Cucreurr;
. rrpoBecrr,r KoHTpoJrbHbre uclbrraHlu Cucrenarr (uoAcucreu, sagau) coBMecrHo c

3arasquxou na pa6o.reM Mecre aAMllHplcrparopa Cucteuu;
. rlpoBecrll Koucynbrallurc KrIotIeBbIx noJlb3oBarelefi Cucteurt

7. TPEEOBAH.uIflKAOKyMEHTI,IPOBAHIIIO
flepevenr rroAJrexarqux paspa6orKe KoMnJreKToB r,r BLTAoB AoKyMeHToB, coorBercrByloqux

rpe6onanusrvr O'zDSt 1985:2018 I4cnomrrETenb corJracoBbrBaer c 3aras.ruroM Ha ocHoBaHI{LI

npoToKoJroB.
Buecre c orrpyxeHHbrM ToBapoM flocrasruur AoJrxeH HanpaBI,ITb 3axasuury

H[Xelepeqr{cJreHHbre AoKyMeHTbr :
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- crrer-OaKrypa (uunofic) na cWMy o6rueft cror{Mocrr.r orrpyxeHuoro roBapa Ha r{Mfl
3axa:.u,rxa;

- y[aKoBoqHbre JII{cTbr;

- TexHl{qecKoe oIII{caHLIe amlaparuoro o6ecuerreHr,rs Ha pyccKoM r,rJrr,r aHrJrr{ficrou r3BrKe
flepe4aaaeMas 3ara3qlrKy AoKWeHTarIu, AoJrxHa 6rrrr srruoJrHeHa n 6yrr,raxnoM r.r

gJIeKTpoHHoM BIrAe Ha Hocrrrene, [pe,uocraBrseMoM 3arag.ruroM.

P aspa6 otur,rK TexHr,rqecKoro 3a4autrfl .

.{upemop AerapraMeuTa

nu$oprrraqlrouHbx rexnororufi

C.Kosur,ros

u i8 ,J<<S 2023r.
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